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1. AHHOTALIMSA

[Ipodeccronanpubrii Momyms [IM.03 DOkcrutyaramusi 0OBEKTOB CETEBOM
UHQPACTPYKTYphl OTHOCUTCS K MPO(PEeCcCCHOHATHLHOMY IUMKIY TpodeccuoHaTbHOU
MOJTOTOBKU IO TIpOrpaMMe IMOATOTOBKM CIEIHMATINCTOB CPEAHEr0 3BEeHa (manee
[ITICC3) cneunanbHocTH 09.02.06 CeTeBoe M CUCTEMHOE aIMUHUCTPUPOBAHUE.

C menpro OBJIaJIEHUs] yKa3aHHBIM BHJIOM MPOGECCHOHATBLHON JeSTENbHOCTH U
COOTBETCTBYIOIIMMH TMPOPECCHOHATLHBIMA  KOMIIETCHIIMSIMU  CTYJICHT B XOJ¢
OCBOEHHS POPECCHOHATBHOIO MOYJISL JJOJKEH:

UMETh MPAKTUYECKUM OTBIT:

— 00CIyXUBaHUS CeTeBOM UH(DPACTPYKTYPHI, BOCCTAHOBJICHUU
paboTOCIIOCOOHOCTH CETH TIOCIe cOos;

— YIAJEHHOTO aJMHHHCTPUPOBAHMS M BOCCTAHOBJIEHHUS PabOTOCIOCOOHOCTH
CeTeBON MHPPACTPYKTYPHI;

— MOAACPXKU MOJIb30BaTENECH CEeTH, HACTPOMKH armapaTHOro U MPOrpaMMHOIO
oOecITIeucHHS CETEBOM MHPPACTPYKTYpPbI.

O6mwmit o0beM y4uyeOHOM Harpy3kd 1Mo NpodhecCHOHATLHOMY MOAYIIIO
cocraBisier 618 wyacoB, Harpy3ka BO B3aMMOJIEUCTBUM C MperojaaBaTesieM
cocTaBisieT 355 4acoB, 4aCOB CaMOCTOATEIbHOU paboThl — 63 yaca.

Conepxxanue npoecCHOHAIBHOTO MOIYJIS BKIIIOUAET U3YUEHHUE CIEIYIOIIUX
pa3aenos:

M/IK.03.01 DkcrutyaTtanus ceTeBoi HHPPACTPYKTYPHI.

Tema 1. DkcrmyaTarusi TEXHUYECKUX CPECTB CETEBOM MHMPACTPYKTYPHI.

Tema 2. Dxcruryatanus cucteM IP-tenedonnn.

MJIK.03.02 TexHOomorum aBTOMaTU3aly TEXHOJOTHYECKUX MPOLIECCOB.

Tema 1. ABTOMATH3UPOBAHHBIC CHUCTEMBI YIIPABJICHUSI TEXHOJIOTUYECKUMHU
npoueccamu (ACY TII).

Tewma 2. IIpoMbIIITIEHHBIE CETEBBIE TEXHOIOTMU U MPOTOKOIIbI B ACY TII
MJIK.03.03 Be3zonacHocTh ceTeBOM MHDPACTPYKTYPHI.

Tema 1. bezonmacHOCTh KOMIBIOTEPHBIX CETEN

Tema 2. OOecnieueHue ceTeBoi 6€30MacHOCTU

Texkymuii KOHTPOJIb MPOBOAUTCS B (OpPME OICHKH TECTUPOBAHHS, PEIICHUS
CUTYAIIMOHHBIX 3371a4 U BBIMOJIHEHUS MTPAKTHYECKUX PadoT.

dopma MOPOMEKYTOYHOW arTecTalu — AUPPEpEeHIIUPOBAHHBIN 3adYer,
9K3aMeH, KBATU(UKAIIMOHHBIN K3aMeH.



2. OBIIASI XAPAKTEPUCTUKA NMPO®ECCHUHOHAJIBHOI'O MOAYJIsAA

2.1. Mecto npogeccuoHATBHOT0 MOAYJISA B CTPYKTYpPe NPOrpaMMbl MOAT 0TOBKHU
CIEeNUATUCTOB  CcpeaHero 3BeHa: TnpodeccrnoHampbHBIM  Moayns  [IM.03
OkcrutyaTaiiusi  OOBEKTOB ~ CETEBOM  MHEOPACTPYKTYpPHI OTHOCUTCS K
npoecCHOHATFHOMY  y4eOHOMY  IIMKIY  NPO(EeCCUOHAIIbHOM  MOATOTOBKH
MpOrpaMMbl TOJATOTOBKH CIEIUAIMCTOB CPEIHEr0 3BEHa IO CHEIUaIbHOCTU
cpennero mnpodeccuonanpbHoro obpazoBanus 09.02.06 CeTeBoe HU CHCTEMHOE
aJIMUHUCTPUPOBAHHUE.

2.2. Ieap u 1UIaHHpYeMble Ppe3yJbTAThl OCBOCHHS MPO(ecCHOHAIBHOIO
MOYJIAA

B pesynbrare wusyudeHus MNpoecCHOHATLHOIO MOAYJS OOY4YaroIIMICS JOKEH
OCBOUTH BHJ JCSATENBHOCTU: DKCIUTyaTalusi 0ObEKTOB CETeBOM MH(PACTPYKTYPHI U
COOTBETCTBYIOIIUE €My PO ECCHOHATbHbIE KOMIETCHIINH:

Kog HaumenoBanue pesynprata 00ydeHus

B/I. DKcITyaTausi 00beKTOB CEeTeBON HH(MPACTPYKTYPBHI.

IIK 3.1 OcyniecTBIATh NPOEKTUPOBAHNUE CETEBOM HH(MPACTPYKTYPHI.

I1K 3.2 OO6cny)uBaTh CeTeBbIe KOHPHUTYPALIUK TPOrPaMMHO -aNMapaTHBIX CPENICTB.

IK 3.3 OcyiecTBiATh 3aIUTy WH(OpPMAIMM B CETH C HCIOJIb30BAHHEM IPOTrPaAMMHO -
armapaTHbIX CPENICTB.

IIK 3.4 Ocy1iecTBJIATh yCTpAaHEHHE HETUIUYHBIX HEUCIPAaBHOCTEH B paboTe CeTeBOM
UHDPACTPYKTYPBHIL.

IIK 3.5 MonepHu3upoBaTh CETEBbIE yCTPOWCTBA HH(POPMAIIMOHHO-KOMMYHUKAITMOHHBIX
CUCTEM.

OcBoeHue mnpodeccCHoHaTBLHOTO MOIYJSl HAMpaBJICHO Ha pa3BUTHE OOIIMX
KOMITETCHIIU:

Kog HaumenoBanue pe3yibTaTta 00ydeHus

OK.01 | BeiOupate cmocoObl  pemieHuss 3a7ady  OpodecCHOHAJbHOW  JeSTENbHOCTH,
IPUMEHUTENBHO K Pa3JIMYHbIM KOHTEKCTaM.

OK.02 Hcnons3oBaTh COBPEMCHHBIC CpCJACTBAa IIOMCKA, aHAJIM3a W HWHTCpHIpETAllUN
I/IH(i)OpMaL[I/II/I, n I/IH(I)OpMaL[I/IOHHI)IG TEXHOJOI'Nn JJIA BBIITOJIHCHU A 3aJa4
npO(beccn OHAJIBLHOM HESITEILHOCTH.

OK.03 | [ImanmpoBaTh W peamn30BBIBATH COOCTBEHHOE MPO(ECCHOHANPHOE H JIMYHOCTHOE
pa3BUTUE, MPEANPUHUMATENBCKYIO JAESITEIbHOCTh B IpodeccuoHalbHON cdepe,
UCIIOJIb30BaTh 3HAHUS IO MpaBOBOH M (MHAHCOBOW TI'PaMOTHOCTM B pa3IMYHbIX
KU3HEHHBIX CUTYaLUsIX.

OK.04 | DdpdexTnBHO B3aMMOIEH CTBOBATE U Pa0OTATH B KOJUIEKTHBE M KOMAaHJIE.

OK.05 OcylecTBIIATh YCTHYIO U MUCbMEHHYI0O KOMMYHHUKAILIMIO Ha TOCYJapCTBEHHOM SI3bIKE
Poccuiickoit denepauun ¢ y4eroM OCOOEHHOCTEH COLHMAIbHOIO M KYJIbTYpHOTO
KOHTEKCTa.

OK.06 | IIposiBiATh TpakJaHCKO-TATPUOTUYECKYIO IO3ULHUIO, JEMOHCTPUPOBATH OCO3HAHHOE
IIOBCACHUEC Ha OCHOBE TPpaaAUIUOHHBIX pOCCHfICKPIX AYXOBHO-HPAaBCTBCHHBIX
HGHHOCTeﬁ, B TOM 4YHCIC€C C Y4YCTOM TIapMOHH3alIUK MCKHAIIUMOHAJIBHBIX H
MCKPCIUTUO3HBIX OTHOIJ_IGHI/II\/JI, IIPUMCHATDH CTaHAApPThI AHTHUKOPPYIIHOHHOI'O
IIOBCACHUA.

OK 07 | ConelicTBOBaTh COXpaHEHHUIO OKPY>KaloIleil cpefbl, pecypcocOepekeHn 0, MPUMEHSThH
3HaHHA 00 U3MEHEHUH KJIMMaTa, TPUHIIUIIBI OEPEeKIUBOrO MPOU3BOCTBA, 3PPEKTUBHO
JICMCTBOBATh B UPE3BbIYAWHBIX CUTYaLUSX.

OK.08 | Mcnonb3oBathk cpeactBa (U3MYECKOHW KYIbTYPBl ISl COXPAHEHUS W YKPEIUICHHS




3[0pOBbSI B  Ipolecce MNpO(ecCHOHATbHONW  JIeSTEeIbHOCTH
HEOOXOIMMOr0 YPOBHs (DH3UYECKOM MOJr OTOBJICHHOCTH.

n

MOJIIEpKAHUS

HMHOCTPAHHOM A3bIKAX.

OK.09 | Ilonwp3oBaTbcsi TPOQECCHOHANLHON  JOKYMEHTAlMeli Ha TOCyJIapCTBEHHOM U

Pe3yabTaTnl 00yyeHus (3HAHUA, YMEHUSI, MPAKTHYECCKUI OIBIT)

B pesynbpTaTe 0cBO€HUS NPO(HECCHOHAIBHOIO MOAYJISl 00 yJarOUIUICS JOJKEH:

Brnanets
HaBBIKAMU

— IlpoekTupoBaTh AapXUTEKTYpy JIOKAJbHOM CETH B COOTBETCTBHM C
IIOCTABJICHHOM 3aJ1a4 €.

— Hcnonws3oBaTh  crenuaibHOE — NIporpaMMHOe — obecriedeHue  JJid
MOJIEIMPOBAHMSI, IPOEKTUPOBAHUS U TECTUPOBAHMS KOMIIBIOTEPHBIX CETEH.

— HacrpauBats NpOTOKOJIBI ITMHAMUYECKON MAPIIPYTU3ALUH.

— OmnpenensaTe BAUSHUS TPUIOKEHUN HA IIPOEKT CETH.

— AHanu3upoBaTh, IPOEKTUPOBATh U HACTPaUBaTh CXEMBbl IIOTOKOB Tpaduka
B KOMIIBIOTEPHOM CETH.

— VYcraHaBiuMBaTb M HAcTpauBaTb CETEBBIE IPOTOKOJBI U CETEBOE
000pyI0BaHUE B COOTBETCTBUU C KOHKPETHOM 3a/1aueH.

— BriOupaTh TEXHOJIOIMH, MHCTPYMEHTAJbHbBIE CpEICTBA IPU OpraHU3aLUH
npoliecca UCCIeA0BaHUs 00BEKTOB CETEBOM MH(PPACTPYKTYPHI.

— Co3paBaTe M HacTpauBaTh OJHOPAHIOBYIO CETh, KOMIIBIOTEPHYIO CEThb C
HIOMOIIBIO MAPIIPYTU3aTOPA, OECIIPOBOHYIO CETb.

— BBINoNHATH OKCK U yCTpaHEHHe MIPOoOJIeM B KOMIIbIOTEPHBIX CETAX.

— OrtcnexuBarh MAKEThl B CETH W HACTpauWBaTh IPOrPaMMHO-AINIapaTHBIE
MEKCETEBbIE KPAHBI.

— HacrpanBaTth KOMMyTalMIO B KOPIOPATUBHOU CETH.

— OO0ecneynBaTh IEJIOCTHOCTh Pe3ePBUPOBAHUS HH(OPMALIUH.

— OO0ecneunBath Oe3omacHOe XpaHeHHEe U Iepenadyy wuHpopMmanuu B
r7100a1bHBIX U JIOKAJIBHBIX CETSIX.

— Co3gaBaTh U HacTpauBaThb OJHOPAHIOBYIO CETh, KOMIIBIOTEPHYIO CEThb C
MOMOIIIBIO MapUIpyTHU3aTOPa, OECIIPOBOIHYIO CETh.

— BbInoaHAT MOUCK U ycTpaHeHHe MpobJieM B KOMIBIOTEPHBIX CETAX.

— OrcnexuBaTh NaKeThl B CETM W HACTpaWBaTh IMPOrPaMMHO-alIapaTHBIE
MEXCETEBBIE KPAHBI.

— OunbTpoBaTh, KOHTPOJIUPOBATh U OOecreunBaTh 0€30MaCHOCTh CETEBOTO
Tpaduka.

— OmnpenensaTs BAUSHUE MPUIOKEHUN HAa IIPOEKT CETH.

— MOHUTOPUHI TIPOM3BOIUTEIBLHOCTH CEPBEpa U MPOTOKOJIUPOBAHUS
CHCTEMHBIX U CETEBBIX COOBITUH.

— Hcnonp30BaTh  chnenuanbHOe — NporpaMMHOe — oOecredeHue — JUis
MOJIEIIMPOBAHMS, IPOEKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.

— CozpaBaTh U HacTpauBaThb OJHOPAHIOBYIO CETb, KOMIIBIOTEPHYIO CETb C
HIOMOIIBIO MAPIIPYTU3aTOPA, OECIIPOBOJHYIO CETb.

— Co3znaBaTh OJCETH U HACTPauBaTh OOMEH JIaHHBIMY;

— BBINoNHATH OKCK U yCTpaHEHHe MPOoOJIeM B KOMIIbIOTEPHBIX CETAX.

— AHanuM3MpoBaTh CXEMbI TOTOKOB TparKa B KOMIIBIOTEPHOM CETH.

— OrneHuBaTh KA4€CTBO M COOTBETCTBHE TPEOOBAHUIM MPOEKTA CETH.

— OdopMIIATh TEXHUYECKYIO TOKYMEHTAIHIO.

— OnpenensaTs BIUSHUE NPUIOKEHUN Ha IPOEKT CETH.

— AHanM3upoOBaTh CXEMbI HOTOKOB Tpauka B KOMIIBIOTEPHOH CETH.

— OueHuBaTh Ka4eCTBO M COOTBETCTBHE TPEOOBAHUSM ITPOEKTA CETU

yMEThb

—IIpoekTHpoBaTh JIOKAJIbHYIO CETh.

—Br16upath ceTeBbie TOMOIOTHH.

—PaccunThIBaTh OCHOBHBIE ITAPAMETPHI JIOKAJILHON CETH.

—IIpuMeHATh AIrOpUTMBI MOUCKA KpaTYaMIIero myTH.

—IInaHupoBaTh CTPYKTYpy CE€TM C MOMOIIBIO Tpada C ONTUMAJIbHBIM




PacroIOKEHUEM Y3JI0B.

—Hcnonp30BaTh MaTeMaTHYECKHU anmnapaT Teopuu rpagos.

—HacrpauBats crtexk mnporokonoB TCP/IP u ucnonb3oBate BCTpOEHHbBIE
YTUJIUTBl OINEPALMOHHOW CHCTEMBI ISl JUAarHOCTUKU paboTOCHOCOOHOCTH
CeTu.

—Br16upaTh ceTeBbie TOMOJIOTHH.

—PaccunThIBaTh OCHOBHBIE MTAPAMETPHI JIOKAJILHON CETH.

—IIpuMeEHATh aNrOPUTMBI TOMCKA KPATYANUILIETO MTYTH.

—I[InanupoBaTh CTPYKTypy CE€TH C IOMOIIbI0 Tpada C ONTUMAIbHBIM
PacCIOI0KEHUEM Y3II0B.

—Hcnonp30BaTh MaTeMaTUY€CKUMA anmapat TEOPHH rpados.

—HWcnonp3oBate  MHOrO(QYHKIMOHANBHBIE MPHOOPEl H  MPOrpaMMHBIE
CpelaCcTBa MOHUTOPHHTIA.

—Hcnonp3oBaTh  mporpaMMHO-aNmapaTHble  CPEACTBA  TEXHUYECKOrO
KOHTPOJIS

—Hcnonp30BaTh  IPOrpaMMHO-ANIAPAaTHBIE  CPEACTBA  TEXHUYECKOTO
KOHTPOJIA.

—YuTaTh TEXHUYECKYID M IPOCKTHYIO JOKYMEHTAlUIO II0 OpraHU3aluu
CErMEHTOB CETH.

—KonTponupoBaTh COOTBETCTBHE pa3pabaThIBAEMOro NPOEKTa HOPMATHUBHO-
TEXHUYECKOU TOKYMEHTAIIUH.

—Hcnonp30BaTh  IPOrpaMMHO-AaNIapaTHbIE  CPEACTBA  TEXHUYECKOTO
KOHTPOJIS.

—Hcnonp30BaTh TEXHUYECKYIO JUTEPATYpPy U MH(POPMALIMOHHO-CIIPAaBOYHbIE
CHCTEMBI /17151 3aMEHBI (IIOMCKa aHAJIOTOB) YCTapeBIIEro 000pyA0BaHUSL.

—UuTaTh TEXHUUYECKYI0 M IPOEKTHYIO IOKYMEHTALMIO IO OpraHu3aluu
CEerMEHTOB CETH.

—KonTponupoBaTth cooTBeTCTBHE pa3pabaThiBAEMOro NPOEKTa HOPMATUBHO-
TEXHUYECKOU TOKYMEHTAaIIUH.

—Hcnonp30BaTh TEXHUYECKYIO JUTEPATypy U UHPOPMAIIMOHHO-CIIPAaBOYHbIE
CHCTEMBI /715 3aMEeHBI (TIOMCKa aHAJIOTOB) YCTapeBIIEro 000pyA0BaHHSL.

3HaTh

— OO01mue NpUHLUIIBI TOCTPOSHUSI CETEN.

— CerteBble TONOJIOTUH.

— MHorocnoiinyto monens OSI.

— TpebGoBaHMs K KOMITBIOTEPHBIM CETSM.

— ApXHUTEKTypy IPOTOKOJIOB.

— Crangapruzanuio cereil.

— DraIbl IPOEKTUPOBAHUS CETEBOM HHPPACTPYKTYPBI.

— DJeMeHTbI TEOPUH MAaCCOBOI0 00CITYKUBAHHUS.

— OcHOBHBIE ITOHATHS TEOPUHU TPadoOB.

— AJITOpUTMBI IOMCKA KpaT4aiIlIero myTy.

— OcHoBHbI€ ITPO0JIEMBI CHHTE3a TPA(OB aTaK.

— Cucrembl TOMOJIOrMYECKOI0 aHAJIN3a 3allU IEHHOCTH KOMITbIOTEPHOM CeTH.
— OCHOBBI IPOEKTUPOBAHMS JIOKAJIBHBIX CeTel, OeCpOBOJHBIE JOKAJIbHbIE
CeTu.

— Crangaptel kabeneil, OCHOBHbIE BHJbl KOMMYHUKALIMOHHBIX YCTPOWCTB,
TEPMUHBI, MOHATHUS, CTAHIAPTHl U THUIIOBBIE 3JIEMEHTHI CTPYKTYPHUPOBaHHOMN
Ka0eNbHOM CHCTEeMBbl: MOHTaX, TECTUPOBAHHUE.

— CpencTBa TeCTUPOBAHUS U aHAJIM3A.

— ba3oBbIe MPOTOKOJIBI U TEXHOJIOTUHU JTOKAJIBHBIX CETEH.

— OO01mue NpUHIKUITBI TOCTPOCHUS CETEH.

— CerteBbl€ TONOJIOTUN.

— CrangapTu3zaiuio cereil.

— Oranbl IPOEKTUPOBAHUS CETEBOM HH(DPACTPYKTYPBI.

— DeMeHThl TEOPUHU MAacCOBOr0 00CTYKUBaHUS.




— OCHOBHBIE ITOHATHUSL TEOPHH I'PaOB.

— OcHoBHbI€ ITPO0JIEMBI CHHTE3a TPA(OB aTaAK.

— Cucrembl TONMOJIOrMYECKOI0 aHAJIN3A 3allU IIEHHOCTH KOMITbIOTEPHOM CeTH.
— ApXuTeKTypy ckaHepa 0e301acHOCTH.

— [IpuHUMNIBI TOCTPOEHUS BICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH.

— TpeOoBaHUs K KOMIIBIOTEPHBIM CETSIM.

— TpeboBanus Kk ceTeBOil 0€30MaCHOCTH.

— DJeMeHTHI TEOPUH MAaCCOBOT0 0OCTYKMBAHHUS.

— OcCHOBHBIE MTOHATHS TEOPUHU TPaQOB.

— OcHoBHBbIE TPOOIEMBbI CHHTE3a rpadoB aTaK.

— CucremMbl TONMOJIOrMYECKOI0 aHAJIN3a 3aIlUIEHHOCTH KOMITBIOTEPHOM CEeTH.
— ApPXHUTEKTypy ckaHepa 0e30IMacHOCTH.

— TpeboBaHMsI K KOMIIBIOTEPHBIM CETAM.

— APXUTEKTYpYy MPOTOKOJIOB.

— Crangapruzanuio cereil.

— DOransl IPOEKTUPOBAHUS CETEBON HH(PACTPYKTYPHI.

— Opranuzanuio paboT 1o BBOAY B IKCIIyaTalUI0 OOBEKTOB M CEIMEHTOB
KOMIIBIOTEPHBIX CETEH.

— Crannaprel kabenell, OCHOBHbIE BUIbBI KOMMYHHMKAIlUOHHBIX YCTPOMCTB,
TEPMUHBI, TOHATHUS, CTAHIAPTHl U THUIIOBBIE 3JIEMEHTHI CTPYKTYpHUPOBaHHOMU
Ka0eNbHOM CUCTEMBbl: MOHTAX, TECTUPOBAHHUE.

— CpencTsa TeCTUPOBAaHUS U aHAIIU3A.

ITporpamMmmHoO-anmnapaTHble CpeICTBA TEXHUYECKOT O KOHTPOJIS.

— IlpuHnune! u craHAapTH 0()OPMIIEHUS TEXHUYECKON TOKYMEHTalluU

— Ilpunnune! co3nanus U 0GOPMIIEHHS TOMOJIOTHHU CETH.

— WudopmanmoHHO-CIpaBOYHbIE  CHCTEMBI  JUIsl  3aMeHbl  (TOHCKa)
TEXHUYECKOr0 000PYA0BaHUS

2.3. KontuuecTBO 4acoB, OTBOAHMOE HA OCBOEHHeE MPOo(heCcCHOHATIBLHOr0 MOTYJIsI:
Bcero yacos — 684 yaca, B TOM 4ucie:
Ha ocBoeHne MJIK - 378 gacoB, BkiIrogasi:
00s13aTeNIbHON ayTMTOPHON yueOHOM Harpy3ku oOyuatomierocsi—308 qacos;
CaMOCTOSITEIbHOM paboThl 0Oyyaromierocsi— 48 4acos,
Ha MPAKTUKH:
yueOnyro — 144 yaca,
POU3BOJICTBEHHYIO —144 yaca.




3. CTPYKTYPA U COAEP KAHUE ITPO®ECCUOHAJBHOI'O MOJIYJISA IIM.03 SKCILTYATAIIMS CETEBOM
NHOPACTPYKTYPHI

3.1. TemaTuyeckmii iiad npogeccuoHAIbHOr0 MOIYJIs

O0beM BpeMeHH, OTBeJeHHBII HA 0CBOEHHE MeKTUCIUIITIHHAPHOT O

IIpakTHka
Kypca (KypcoB)
Oobs13aTebHast ayANTOPHAsA yyeOHAsA HArpy3Ka .
" 00y4amouierocs _ = § w =
on s =3 = £ « =
npodeccHonaIbH HanMeHoBaHus pa3aejioB Bcero 2 ) = < = % E = z = 5‘ =
BIX B 00IIHX npo¢ecCuOHAIBLHOr0 MOXYJIs 4acoB £ 2 i o = : § == § g § %g = § E §
KOMIIeTeHI U ii Bcero, | Teopernue | F = § = § E g S EL‘S‘ g §> g 58 R~
4acoB cKoe SES 28 s| 2E |85 |2 | 85| & 8
s M S 8 s $° <5 =z é‘ =
B g S| TE | 9¢ 3
5| =7 = =
o =
1 2 3 4 5 6 7 8 9 10 11 12 13
IIK 3.1 -TIK 3.5 | MJIK.03.01 Dkcrutyaraitus 90 64 30 34 - - - 6 2 R
OK.01-OK.09 | cereBoii HH(pPACTPYKTYphI
I1K 3.1 -TIK 3.6 | MIK.03.02 Texnonoruu 117 102 50 52 - - - 15 - -
OK.01-OK.11 | aBTOMaTH3auuu
TEXHOJIOTHYESCKUX MTPOIECCOB
IIK 3.1 -TIK 3.6 | MIK.03.02 Be3onacHocTh 171 142 56 56 - - 30 27 2 -
OK.01-OK.11 | cerepoii nudpactpykrypsi P Py
I1K 3.1 - TIK 3.6 | YueOnas nmpakTtuka 144 - - - - - - - _ B (4 nen) | (4 men)
OK.01-OK.11
I1K 3.1 - TIK 3.6 |IIpon3BoxncTBeHHas MPaKTHKA 144 - - - - - - - - -
OK.01-OK.11
DK3aMeH 18 - - - - - - - - 18
(kBaNMGUKAIMOHHBIN )
Bcero: 684 308 136 142 - - 30 48 4 18 144 144




3.2. TemaTnyeckuii miiaH u coaep:xkanue npodeccuonanbuoro moayias IIM.03 Dkcmryaranusi 00beKTOB ceTeBOil

HHPPACTPYKTYPbI
HaumeHoBaHue pa3aesioB Conep:xxanue yueOHOro MaTepuasa, JabopaTtopHbie padoThl M NPAKTUYECKHE 3aHATHS, Oo0bem Konwbi
npogeccHoHAIBLHOr0 MOLYJIsSt caMoOCTOsITe/IbHAsI padoTa 00y4yarouuxcs, Kypcopasi padora (nmpoexr) 4acoB | KOMIIETeHIH
(IIM), Me:KTUCIMIIIMHAPHBIX i,
kypcoB (M/IK) u Tem ¢popmupoBan
HI0 KOTOPBIX
CIOCOOCTBYET
3J1eMeHT
y4eOHoMI
JAMCHMILINHBI
1 2 3 4
IIM.03 DxcnuryaTanusi 00beKTOB ceTeBOoil HHPPACTPYKTYPHI.
MJK.03.01 Dkcnayaranus cereBoid HHPPACTPYKTYPHL. 70
Tema 1. Dkcruryaranus Copepsxkanue y4eOHOro MaTepuajia 18 K 3.1 -TIK
00bEKTOB ceTeBOM 1 Ouznueckoe BMEIIATEIHCTBO B HHQPACTPYKTYPY CETH. AKTHBHOE U TACCHBHOE CETEBOE 2 3.5
HH(}paCTPYKTYPHI. o0opytoBaHue: KabeIbHBIE KaHAIIBI, Ka0eITh, ATy -TIAHEeJIH, PO3ETKH. OK.01-OK.09
2 Macmrabupyemocts cetd. JloOaBieHHe OTHENBHBIX 3JEMEHTOB CeTH (TONb30BaTelet, 2
KOMITBIOTEPOB, TPUIIOKEHHH, CITYkKO).
3 3aMeHa CYIIECTBYIOIIEH ammapaTypbl. YBelIWYeHHE KOJIMYECTBA Y3JIOB CETH; YBEJIMYCHUE 2
IPOTSHKEHHOCTH CBSI3eH MEXKIy OOBEKTaMH CETH
4 Jlormyeckasi TOMONOTHS KOMITBIOTEPHOH ceTH. TexHuuyeckass W TPOEKTHas JOKYMEHTAllWs. 2
ITacnopr TEXHUYECKUX YCTPOUCTB.
5 [IpoBepka 00BEKTOB ceTeBOM HHPPACTPYKTYPHI U MPOPHIAKTHUECKHE PAOOTHI. 2
6 ObcnyxuBanue (U3MUECKUX KOMIIOHEHTOB; KOHTPOJb COCTOSHHS alapaTHOro o0ecreyeHus; 2
OpraHu3aIysl yJaJIeHHOTO OTIOBEIIEHHsI O HETTONIaIKax.
7 TexHuueckas U mpoekTHast JoKyMeHTauusl. [lacmopT TeXHH4eCKnuX yCTPOMCTB. 2
8 AHanmu3  (QyHKIMOHAJIBHBIX OCOOEHHOCTEH MPOrpaMMHOro OOECIEYeHUST MOHHTOPHHIA,
ollpeZieNIieHe METOJOB M AJTOPUTMOB, HMCHOJIB3YEMBIX B IPOLIECCE MOHMTOPUHTA, H3ydeHUE
OCHOBHBIX IPUHIIUIIOB BBIOOPA MPOrPaMMHOr0 00ecrieueHrst MOHUTOPUHTA 7151 KOHKPETHOH CETH
WIM YCTpPOIiCTBA Ha OCHOBE YdeTa HX IapaMeTpoB M OCOOCHHOCTel paloThl, aHaIHM3 2
BO3MOXXHOCTEH COBPEMEHHOTO MPOrpaMMHOr0 oOOecrieueHHsi MOHHTOPHHTA W OIpe[esieHre
3} }eKTUBHBIX TOAXOMOB K HCIIOJIB30BAHUIO 3THX BO3MOXKHOCTEH B MPAKTUYECKUX 3a7adax
MOHHTOPHHTA KOMITBIOTEPHBIX CETEH M CETEBBIX YCTPOMHCTB.
9 AHanmM3 OCHOBHBIX XapaKTePHCTHK NMPOoToKoina SNMP, ero cTpyKTypsl 1 apXUTEKTypsbl, opmarta
COOOIIEHUH U CrIeITUPUKAIIIA CHHTaKCUCa 2
CereBble MOHHUTOPBI, TPUOOPHI ISl cepTU(UKAINKA KaOeIbHBIX CUCTEM, KaOelbHbIE CKaHEephl U
TECTEpBHIL.
IIpakTHYyecKkue 3aHATHSA 20




1 OxkoHIT0BKA Kabems BUTast apa 2

2 3anenka kabesst BUTAs Iapa B PO3ETKY 2

3 KpoccupoBanue 1 MOHTaX MaT4-MaHey B KOMMYTAlMOHHBIN MIKad, Ha CTEHY 2

4 DKcImyaraius TEXHUIECKUX CPEJICTB CeTeBON HHDPACTPYKTYPhI (IPHHTEPbI, KOMITBIOTEPHI, 2
CepBephl)

5 BrimonHenue neicTBUN MO YCTPAHEHUIO HEUCIPABHOCTEH. BhINMOIHEHNE MOHUTOPYHIA U aHAJIN3a 2
paboTHI TOKATBHOW CETH C MOMOIIBIO MPOrPAMMHBIX CPEJICTB.

6 OdopmiieHne TeXHUYECKON JJOKYMEHTAIINH, TpaBuiia 0QOpMIIEHHS JOKYMEHTOB 2

7 ITportokon ynpasienuss SNMP. OcHoBHbIe XapakTepucTuku nmpotokosia SNMP. Habop yciyr 2
(PDU) mporokomna SNMP. ®opmar coobmennii SNMP.

8 3agauun ynpaBieHUs: aHAIIU3 IPOU3BOINTEIILHOCTH CETH, aHaJIM3 HAJIKHOCTH CETH 2

9 YnpasieHue 6€30MaCHOCTBIO B CETH. YUeT Tpaduka B CeTH 2

10 CpencrBa MOHUTOPUHIA KOMIIBIOTEPHBIX ceTeil. CpelicTBa aHaM3a CETH C IIOMOILbE0 KOMaH]{ 2
CETEBOH ONepalOHHON CUCTEMBI

Tema 2. Dkcruryaranust Copepsxkanue y4eOHOro MaTepuajia 12 K 3.1 - TIK
cucrem IP-renedonnn. 1 Hactpoiika H.323. Onucanue H.323 u obmme pekomenaaii. OyHKIMOHAILHBIE KOMIIOHEHTHI 35

H.323.YcranoBka u noaaepxka coeaunenus: H.323. OK.01-OK.09
Coenunenus 6e3 u ¢ ucnons3oBanueM GateKeeper. CoelMHEHNs C NCTIOIb30BaHUEM HECKOJIBKHX 2
GateKeeper. MHorormone3oBarenbckre koHhepeHuu. O0ecedeHne 0TKa30yCTONYHBOCTH.

2 Hactpoiika SIP. Onucanne u obmme pexomenaanuu. Texnomorust SIP u cBs3aHHBIE ¢ Hel
CTaHJAPTHI.
Oynkironansable kKomnoHeHThl SIP. Coobmenust SIP. Anpecanust SIP. Mopenb ycTaHOBiIeHHS 2
coenuHenus. [ImaHnpoBaHne 0TKa30yCTONYNBOCTH.

3 YcTaHOBKa M MHCTAJUBALUS IPOrPaMMHOr0 KoMMyTaTopa. MoHTaxkable poueaypsl. [Ipouenypst
UHCTAJULILMY. YIIPaBJI€HUE alllapaTHbIMU CPEICTBAMU U IIOPTaMHU.
[porokonst  ympaBnenuss MGCP, H.248. Cospganue ~ aHaJoroBelX  aOOHEHTOB. 2
BHyTpucTaHIMOHHAs MapLIpyTHU3aLysl.

4 VYmopasiaeHue NpPOrpaMMHBIM KOMMYTaTopoM. Mapmpyrusamus. ['pynmsl  coeAMHUTETBHBIX 2
muanid. [Tonkmouenne cranmmii ¢ TDM (abonentckuit nocryn TDM).

5 Curnammzanust  SIP, SIP-T, H.323 u SIGTRAN. IP-abonentsl. ['pynmbl aOOHEHTOB.
JononauresabHbple a00HEHTCKHE YCITYTH.
Opranuzanus Skcrutyatanuu cucteM [P-renedonnn. Texuudeckoe oOCITyXHBaHWE, TUIAHOBBIN 2

TEKYILIUN PEMOHT, IIJJAHOBBIM KallUTalbHbIA PEMOHT, BHEIJIAHOBBIA PEMOHT.




BoccranoBnenne paborel cetn mocie aBapud. CXeMbl TOCIIEaBapUTHOrO BOCCTAaHOBIICHUS
paboTOCIIOCOOHOCTH CETH.

Texnndeckast W TIPOEKTHAs JOKYMEHTAIMs, CIIOCOOBI pPE3epBHOTO KONMHMPOBAHUS IAaHHBIX, 2
MPUHIMITEI Pa0OThI XPaHUJIUII JAHHBIX.
IIpakTHyecKue 3aHATHS 14
1 Hactpoiika annaparusix [P-TenedoHoB. 2
2 Hactpoiika nporpammusix [P-TenedonoB, pakcos. 2
3 PasBepreiBanue cetn ¢ ucnonszoBanueM VLAN ans [P-renedonnn. 2
Hacrpoiika nuto3sa.
4 YcTaHoBKa, HOAKIIOYEHNE U TIEPBOHAYAIbHBIE HACTPOUKH I'OJIOCOBOTO MapILIPyTH3aTOpa. 2
Hacrpoiika Tabauis! mojabp3oBaTeseil B TOI0OCOBOM MapLIPYTH3aTOPE.
HacTtpoiika rpynm B rojiocOBOM MapIIpyTH3aTope.
5 HacTtpoiika nporpammuo-ammaparsoii IP-ATC. 2
YcranoBka u HacTpoiika mporpammuoi [P-ATC (mampumep, Asterisk).
6 MOHUTOPUHT W aHANIW3 COCJUHEHUH IO Pa3IMYHBIM HPOTOKOJaM. MOHHUTOPHHI BBI30BOB B 2
IPOrpaMMHOM KOMMYTaTOPE.
7 Co3znanue pe3epBHBIX KOMUMA 0a3 JaHHBIX. 2
JlnarHocTrKa M ycTpaHeHue HencnpaBHocTel B cucreMax IP-renedonnn
CamocTtosiTetbHAsE padoTa 00y4aroIuXcs 6




Cucremarnueckas mpopadoTKa KOHCIIEKTOB 3aHATHH, YIeOHOU U CrielHaIbHON TEXHHYECKON JINTEepaTyphl
(o Borpocam K naparpadgam, riiaBaM yueOHbIX IOCOOUH, COCTaBIEHHBIM IpernofaBaTeneM). Ilonroroka k
7a00paTOPHBIM PaboTaM ¢ HCIOIB30BAHUEM METOANYECKHX PEKOMEH Al TpenofaBares, opopMiICHIEe
71a0b0pPaTOPHBIX pabOT, OTYETOB U MOJIOTOBKA K MX 3aIIUTE.

Temaruka 1oMalIHUX 3a/1aHUI, co001eHMii, pedepaToB:

1. OCHOBHBIE 3TaIlbl SKCILTyaTallMy CETEBOU HHPPACTPYKTYPHIL.
2. TexXHOIOrMM MOHUTOPHHTA U YIIPABJICHUS CETEBBIMH PECYpPCaMHU.
3. AHaynu3 6e301aCHOCTH CETEBOM HHPPACTPYKTYPBI U METOBI 3AIUTHI OT YTPO3.
4. Paspabotka cTparernu pe3epBHOT0 KONUPOBAHUS JAHHBIX CETEBOM HH(PPACTPYKTYPBHI.
5. OneHka MpoU3BOAUTENBHOCTH U ONTUMU3ALHS pa0OThI CETEBBIX YCTPOMCTB.
6. Pa3paboTka miiaHa BOCCTaHOBIIEHUS ITOCHE KaTacTpo(dbl 171 ceTeBO HHMPACTPYKTYPHI.
7. HUccnenoBanre B3anMOIEHCTBHS CETEBOH HHPPACTPYKTYPHI C CHCTEMaMH YIPAaBJICHHS U XpaHECHUS
JTAHHBIX.
8. Hcnonb3oBaHue TEXHOIOTMI BUPTyaIM3alMy AJIs1 ONTUMHU3ALHMN CETEBON HH(PPACTPYKTYPBI.
9. Onenka BO3MOXKHOCTEH U Mpo0JieM 00JIaYyHbIX TEXHOJIOTHH B CETEBOW HHPPACTPYKTYpe.
10. Uccnenopanne nmpumenenust SDN (Software-Defined Networking) B ceteBoit nH(pacTpyKType.
11.  Uurerpaiws u ynpaBieHHE CETEBBIMU YCTPOHCTBAMHE PA3IMYHBIX TIPOM 3BOAUTEIICH.
12.  Passutue cereBoii mH(ppacTpykTypsl B KoHTekcTe 0T (Internet of Things).
13.  OueHka 1 yrpaBjieHHEe PUCKAMH, CB3aHHBIMH C OKCIUTyaTaliel CeTeBON HH(PACTPYKTYPHI.
14. AHanu3 BIMsHUS OOHOBIICHUI 1 N3MEHEHHI Ha paboTy ceTeBOi HHPPACTPYKTYPHI.
15.  UccnenoBanue npo6ieM MaciTabupOBaHUs U PACIIMPEHHUS CETEBOM HHPPACTPYKTYPHI.
KoncyasTranun 2
IMpomexyTouHasi aTTecTanus 18
M/IK.03.02 TexHO10THH aBTOMATH3AIMH TEXHOJIOTHYeCKHX MPOLECCOB. 117
Tema 1. Copep:xanue yueOHOro MaTepuasia 10 K 3.1 - TIK
ABTOMATH3UPOBAHHBIE - 35
CHCTEMBI ypaBJIeHusI 1 [lonsTte o0 o6bekTe ynpasieHus. CBOWCTBA 00BEKTa yIpaBieHHUs . acCUPUKALUS 0K.01-0K.09
TeXHOJOrHYeCKHMH TEXHOJIOTHYECKIUX 00BEKTOB YIIPABIICHUS 110 THITY, XapaKTepy TEXHOJIOTHYECKOro mpoiiecca, o
npoueccamu (ACY TII) XapaKTePUCTUKE MapaMeTPOB yIPABIICHUS
Knaccugukanmst cucrteM ynpaBieHHs TEXHOIOTHISCKAUMHU O0BEKTaMU 110 CITOCO0Y, IeTH U 2
CTETICHH LEHTPATN3ALNHN YIIPABICHHS.
Oobume cBeneHnst 00 aBTOMAaTU3UPOBAHHBIX CUCTEMAX YIPABJICHUS TEXHOJOIMYECKUMHU
nporieccamu (ACYTII) u cucremax aBromatudeckoro ynpasieHus (CAY)
2 Ocuosuble pynkimu ACYTITI u CAY. Texandeckoe, MporpaMMHOE U HHPOPMAIIMOHHOS
obecnieuenne ACYTII 5

Crpykrypa ACYTII Ha 6a3e MUKPOTIPOIIECCOPHON TEXHUKH.
CpenctBa nzmepenus npeodpaszoBanus 1 peryauposanusi B ACYTII




3 OCHOBHBIE TTOHSTHUS ABTOMaTH3UPOBaHHON 00paboTKK MH(pOpMaHK
MeTto/p1 ¥ CpeACTBa MOJIETMPOBAaHUA TeXHONMOrHUeckuXx mpoueccoB B ACYTII 2
00630p cOBpeMEHHBIX TEXHOJOTUH 1 TeHaeH i pa3BuTus ACYTII
4 [IporpammupoBanme u Hactpoiika ACY TII: s3b1ku mporpaMMypOBaHusl, METOIBI U HHCTPYMEHTHI
Wurerpamust ACYTII ¢ npyrumu ciucteMaMu 1 000pyA0BaHHEM B IPOU3BOJICTBEHHOM TIpoIecce 2
Onenka 3ppeKTHBHOCTH U SKOHOMUYECKas orieHka BHeapenus ACYT
5 OcobeHHOCTH yIIpaBJIeHUS TPOU3BOJCTBEHHBIMU CHCTEMAaMH B YCIOBUSAX HEONPECTICHHOCTH H
MEPEMEHHBIX YCIOBUN PabOThI
[Ipumenenue cucrem uckyccrBeHHoro uateuiekra B ACYTII: HelipoHHBIE ceTH, TeHETHUECKHE 2
AITOPUTMBI, SKCIIEPTHBIE CUCTEMBI
IIpakTHyeckue 3aHATHA 24
1 OmnpenesieHne CBOMCTB 00EKTOB YITPABIICHUS HA TPAKTHKE
Krnaccugukanns TeXHONIOrMYECKUX 00BEKTOB YIIPABJICHUS Ha TPUMEPE MTPOU3BOICTBEHHOTO 4
HpeIpUsTUs
2 AHau3 ¥ CpaBHEHHE CHCTEM YIPABICHHUS TEXHOIOTHIECKUMHU OOBEKTaMU Ha IPUMEpE 2
pa3IuYHbIX OTpacieil IPOMBIIIJIEHHOCTH
3 Nzyuenne npunnmnos padotsl ACYTII u CAY Ha npuMepe peanbHbIX CHCTEM YIIPABJICHHS 2
Co3panue mpocToi MOJIESTH TEXHOJIOIMYECKOT0 Mpoliecca
4 Oznakomitenue ¢ coppeMmeHHbIMU TexHomorusMu ACY TII Ha mpuMepe CyIIecTBYIOIMUX MPOSKTOB
U UCCIIEI0BaHMI 2
[IporpammupoBanue 31eMeHToB ACYTII Ha si3pIkax mporpaMMUpPOBaHUS Ha TPAKTHKE
5 HacTpoiika u npoBepka pabdotociocobnoctH 31emenToB ACYTII Ha nmpumepe KOHKpeTHOM 2
CHCTEMBI YIIPABJICHUS
6 Wurerparms ACYTII ¢ npyrumu cucreMaMu ¥ 000pyIOBaHUEM B ITPOU3BOJCTBEHHOM ITPOIIECCE 4
Onenka 3 pexkTHBHOCTH U SKOHOMHUYecKas oneHka BHeapenus ACYTII
7 PaspaOotka cucTemsl ynpaBiieHHs TPOU3BOACTBEHHBIMH IIPOLIECCAMU B YCIOBHUSIX )
HEONPEIeJICHHOCTH 1 IEPEMEHHBIX YCIIOBUI pabOThI
8 [IpuMeHeHne HEHPOHHBIX CETEH B CHUCTEMaX YNPaBJICHHS TEXHOIOTHUECKUMH ITPOLIECCaMHU 2
[IpuMeHeHue SKCIEPTHBIX CUCTEM B CUCTEMAaX YIPaBJICHUsI TEXHOIOTHYECKUMU IpolLieccaMy
9 Co3panue IpoeKTa aBTOMAaTU3alMK yIIPaBJICHUS TEXHOIOIMUECKUM IIPOLIECCOM Ha OCHOBE )
ACYTII
Onpenenenue CBONCTB OOBEKTOB YIIPABICHHS HA IPAKTUKE
Knaccudukamms TeXHOIOTHYECKUX 00BEKTOB YIIPABICHHS Ha IPUMEPE TPOU3BOACTBEHHOTO 2
MpeIpUsTUSs
Tema 2. IIpombiuuiennbie | Coaepixanue yueOHOro MaTepuasia 40




ceTeBble  TEXHOJIOTHH
nporokoJsl B ACY TII

u

O630p CCTCBBIX TCXHOJ'IOFI/II\/'I, HUX pojib B HpOMLIIHHeHHOﬁ aBTOMaTu3aluu, a TakKXKEe HX
nNpeuMylieCcTBa U HEAOCTATKU. OCHOBHBIE THIIBI ITPOMBIIIIJICHHBIX ceTeﬁ, HUX XApaKTCPUCTHKU U
OCO6CHHOCTI/I, a TakKXxe MCTOAbl HUX pfanu3aluu. HpOTOKOHBI CBA3H, MHCIOJIL3YEMBIC B
HpOMBIIHJ'IeHHOfI aBTOMaTu3alun, ux O0COOEHHOCTH U IMIPUMCHCHUC.

TpeOoBaHMS K MPOMBIIUICHHBIM CETsAM. ba3oBble MOAXO0/IBI K UX peam3aliuu
Onucanre OCHOBHBIX TPeOOBaHWI K CETSIM NMPOMBINIJICHHON aBTOMATH3aIlH, B TOM YHCIE TI0
HaJCKHOCTH, TPONYCKHOM CIOCOOHOCTH W YIPAaBISEMOCTH, a Takke 0a30BBIX IOAXOJIOB K
MPOSKTUPOBAHUIO U PealIM3allii TPOMBIIIUICHHBIX CETEH, BKIIOYasi BEIOOP THIIA CETH, TOIMOJIOTHIO,
CpEJICTBA Mepeiadurl JAHHBIX, CETEBBIC IMPOTOKOJIBI U CUCTEMBI 0€30IMacHOCTH.

Onucanrie OCHOBHBIX XapaKTEPUCTHK W MPHHIMIIOB PabOTHI MPOMBINIIEHHOTO MPOTOKONA CBS3U
MODBUS, pxitouast ¢opMar kaapa, aapecanuro, KoJasl (pYHKIUH, METObI ITepeayy JaHHBIX U
BO3MOYKHOCTH paciIupeHus. Takke paccMaTpUBAIOTCST THIIOBbIC TPUMEHEHHS W YCTPOHCTBA,
paboratoue no nporokory MODBUS.

Obume npuHUMIBL OpraHu3alul padoThl Pa3IMYHBIX YCTPOMCTB MPH WCIOIB30BAHUM MPOTOKOJIA
MODBUS

[IpuHOUIBl B3aUMMOJECHCTBHUS YCTpOMCTB, pabotatonmx Ha mnporokose MODBUS, Bkimrouas
npaBujia oOMeHa NaHHBIMH, (opMaT aApecanyy, THIBI 3alpOCOB M OTBETOB, a TAKXKE THIIBI
JaHHBIX, OJICP)KUBAEMBIE ITPOTOKOJIOM.

Opranmzaiust paborel B nporokoie MODBUS kontpomiepa (slave) u oneparopHod TaHenn
(master)

OcHOBHBIE TPUHIHMITEL pabOTHI B peKUMax slave u master, a Takke IpoLeAypbl OOMeHa JaHHBIMHU
MEXJly HUIMH C UCosib30BaHueM nporokona MODBUS.

[puHnune! padotel ¢ agpecanyeil nepeMeHHsIX B mpoTokosie MODBUS. OcHoBHBIE TpeOOBaHUS K
aZipecallii W BBIPABHUBAHMIO JaHHBIX B T0JI€ MaMSTH MPOTOKOJA, a TaKXKe CIIOCOOBI pelieHHUs
BO3HHKAIOMUX po0seM. TumnoBsle ommOKH Mpy paboTe ¢ agpecaliei ¥ UX NpeJoTBpaIIeHHeE.

OCHOBHBIC TIPUHITUIIBI PA0OTHI B pekUMax slave v master, a Takxe MpoLeypsl OOMEHA TaHHBIMU
MEX/ly HUIMH C UCHOIb30BaHueM nporokona MODBUS.

[MpuHmumne! padotsl ¢ agpecanueil nepeMeHHbIX B mporokoie MODBUS. OcHoBHEIE TpeOOBaHUS K
ajZipecalliil M BBIPABHUBAHUIO JAHHBIX B I0JIC MAMSATH IPOTOKOJA, a TAKKE CHOCOOBI PEIICHUS
BO3HHKAIOIUX Tpo0sieM. TumoBble OMMOKH Py paboTe ¢ ajpecaliel U UX MpeoTBPalIeHHE.

OCHOBHBIC PUHIUIBI B3aUMOJECHUCTBUSI KOHTPOJUIEpa M YCTPOICTB BBOJA-BBIBOJA MTOCPEICTBOM
cereBbIx mpoTokooB. [Iporokonst MODBUS RTU u MODBUS TCP, ux oco0eHHOCTH U IpaBuiia
WCIOJIB30BaHM TIPH PaboTe KOHTpOIUIepa Kak B pexuMe master, Tak U B pexkume slave. Iopsimox
HACTPOMKHU MapaMeTpoB COCMHEHUS U OOMEHa TaHHBIMH MEXIY KOHTPOJUIEPOM U YCTPOWCTBAMHU
BBOJIa-BBIBO/IA, AHAIU3UPYIOTCS BO3MOXKHBIE MPOOJIEMBI MpHU PadOTe B CETH M CHOCOOBI HX
yCTpaHEHHUSI.

10

OcuoBuble acniekTsl mpoTokona MODBUS RTU, Bxmouast popMat kaapa, agpecanuro, QyHKIUH,
a TaKXXe M3y4YeHHE PabOThl Pa3IMUHBIX YCTPOUCTB (KOHTPOJUIEPOB U MOAYJIEH BBOJA-BBIBOZA) B
CEeTH, UCTONB3YS ATOT MPOTOKOJN. HacTpoiika W KOHQUrypamusi yCTpPOKMCTB, aHaIU3 MPOTOKOJA
00MEHa M METO/bl JUarHOCTUKH Ipo0JieM, Bo3HuKaronmx B padore cetu MODBUS RTU.

IIK 3.1 -IIK
3.5
OK.01-
OK.09




11

Ocuossl mpotokona MODBUS TCP, sxmovast ¢opMaTsl cOOOIIEHUH, CTPYKTYPY TpaH3aKLIUH,
CrocoObl OOMEHA JaHHBIMH MEX[IY YCTPOWCTBaMH, a TaKKe HACTPOMKY M KOH(UTYpaluio CeTh
MODBUS TCP u ee ycrpoiictB. CoBpeMeHHBIE TEXHOJIOTUH U WHCTPYMEHTHI I MOHUTOPUHTA U
yrnpassenus ceteto MODBUS TCP, takue kak SCADA-cuctemsl u 110 1151 ceTeBoro aHaimsa.

12

Pasmiunbie ceTeBbIe TPOTOKOIBI, HCTIONB3YEMbIC B MPOMBIIIJICHHBIX CETSX JUIs 0OOMEHa JaHHBIMU
MEXKIy YCTPOMCTBAMH aBTOMATH3AlMM W  YIPABJICHHS TEXHOJIOTHYECKUMH IPOIECCaMuU
(nporokoniel, PROFIBUS, CAN, Ethernet/IP, DeviceNet, Modbus, Foundation Fieldbus, AS-i u
npyrue). OcoOEHHOCTH ¥ MPHHIMITBI PabOThI KakKIOro MPOTOKONA, €ro MPeHMYINECTBa H
HE/IOCTATKH, a TAKXKe CIIOCOObI HACTPOWKH M KOH(UTYPUPOBAHUS CETECH C MCIOIh30BAHUEM JTHX
IIPOTOKOJIOB.

13

TexHosorun OECIPOBOJHOW CBSI3M, HCIOIb3YEMbIX B IPOMBIIIICHHOCTH, TakuX kak Wi-Fi,
Bluetooth, Zigbee, LoRa, NB-IoT u ap. OcoOeHHOCTH HCIOJIb30BaHUsT OSCIIPOBOIHBIX CETeH B
MPOMBIIIICHHOM OKPYXXCHUH, TaKue KaK TpeOOBaHMS K HAJACKHOCTH M OE30MacHOCTH,
OCOOCHHOCTM pPa3BEpTHIBAHHWS W KOHQUI'YPUPOBAHHS, a TaKKe METOAbl MOHHUTOPHHIa H
yIpaBJieHHs OECIPOBOTHBIMHU CETSIMH.

14

PasnmuHble MPOTOKOJBI M TEXHOJOTHH, HCIIOJb3yeMble B CHCTeMax ymHOro jgoma (ZigBee, Z-
Wave, Thread, Bluetooth, Wi-Fi u npyrue). OcOOEHHOCTH WX NpPHUMEHEHHS B CHCTEMax
ABTOMATH3AI[Md YMHOTO JOMa. ACIEKThI O€30MaCHOCTH W 3alllUThl JaHHBIX B CHCTEMax YMHOI'O
JI0Ma, BO3MOXKHOCTH MHTETPAIIMH Pa3JIMYHbIX YCTPOWCTB U CHCTEM B OJIHY CETh.

15

IpeobOpasoBaren uHTEpEHCOB s pa3IudHbIX cTaHmaproB cs3u (RS-232, RS-485, Ethernet,
USB). Breibop u Hactpoiika npeoOpa3oBaresneii HHTEp(EeHCOB B COOTBETCTBUU C TpeOOBaHUSIMHU
KOHKPETHOM 3aJauM.

16

[Toxxompl K OpraHU3aliK CETeBBIX TEXHOJOTHH B aBTOMATH3MPOBAHHBIX CHCTEMAax YIPaBIICHHS
TEXHOJIOTHYECKUMH TIPOL[ECCaMK, OCHOBAaHHBIX Ha HCIIOJIL30BaHHH web-cepBepoB M 0OIadHBIX
pemwennid. OCHOBHBIE TPUHLMIBI TOCTPOCHUS Web-CepBEpPOB M HMX B3aUMOJACHCTBHS C
ycrpoiictBamu ACY TII, BO3MOXXHOCTH HMCHOJB30BAaHUS OOJAYHBIX PELICHUH ISl yIAJI€HHOTO
MOHHMTOPHUHIA U YIIPABJICHUSA TCXHOJOT'MYCCKUMU ITPOLECCaMU.

17

[lpomecc HacTpoikm W KOHOUTYPUPOBAHUS CETEBBIX YCTPOWCTB JJisl  aBTOMAaTH3alluU
TEXHOJIOTHYECKUX IPOLIECCOB B IPOMBIIUIEHHOCTH: M3Y4EHUE Da3IMYHBIX IPOTOKOJIOB CBS3H,
HacTpolKa YCTpPOHCTB Ha pabOTy B CETH, a TaKXKe OIpEACSIeHHE HAacTpoeK Oe30MacHOCTH H
MOHUTOPHHIA CETEBOM AKTMBHOCTH.

18

[TpoGnembl, BO3HUKAIOIINE MIPU Nepeaue JaHHBIX B IPOMBIIIICHHBIX CETAX B YCIOBHIX BBICOKUX
Harpy3o0K W TUIOXOW cBsi3u. M3ydeHue METONOB peIIeHHs 3THUX MpoOJeM € HCIOJIb30BaHHUEM
CHELMATM3UPOBAHHBIX  IPOMBIIIJIEHHBIX  CETEBBIX IPOTOKOJOB. Meroabl  ONTHMH3ALUN
MIPONYCKHOMN CIIOCOOHOCTH CeTel M YMEHBIICHHS 3aIepKeK NIepeiadr JaHHbIX.

19

O630p W aHanuM3 ocoOeHHocTel Tpex mpoMbinuieHHbIX Ethernet-mporokonos: EtherNet/IP,
PROFINET u Modbus TCP. Pazmuumst Mexmy 3TUMH TPOTOKOJAMH, HMX IMPEUMYIIECTBA U
HEIOCTATKH, 00JaCTH MPUMEHEHHs! B MpoMblIeHHbIX ceTax u ACY TIL
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Ponp mpoMBIIIIEHHBIX MapIIPyTH3aTOPOB B 0OECIeueHHH O€30MacHOCTH M HAASKHOCTH PabOThI
ceTeBOil MH(PACTPYKTYpbl B TPOMBINUICHHON cpene. OCHOBHbIE (DYHKIMM MPOMBIIIICHHBIX

MapIpyTu3aTopoB (BupryanbHas dactHas cerhb (VPN), Opanmmaysp, NAT-tpaHcisius), uX 2
KOH(l)I/IpraHI/IH nu HaCTpOﬁKa. MGTOIH)I 3alIMTbl OT BHCIIHUX aTakK U obecreyeHus HaaACKHOCTH
paboTHI CETeBOM HHPPACTPYKTYPHI.
IIpakTHyeckue paGoThl 28

1 PaboTa ¢ OCHOBHBIMHU CETEBBIMHU TEXHOJIOTUSIMU B IPOMBIIIIJICHHON aBTOMaTU3alluU 5
Pa3paboTka cxeMbl MPOMBIIIEHHOM CETH U BHIOOP CPE/ICTB €€ peaan3aluu

2 IIpakTnueckoe npumeHenue mnporokosa MODBUS i oOMeHa [aHHBIMH MEXAY 9
yCTpOWCTBAMH

3 Co3manne KOoH(UTYpaIMK CeTH ¢ UCI0JIb30BaHueM poTokoira MODBUS
Opranuzanuss paboTbl KOHTpoJsinepa (slave) um omepaTopHoi maHenu (master) 1o 2
npotokory MODBUS

4 BrlpaBHHBaHME aApecOB MEPEMEHHBIX B MoJjie namsatu nporokoga MODBUS
Hactpoiika pabGoTsl KoHTpoJulepa (master) ¢ MoOAyJsiMH BBoJa/BbiBoAa (slave) mo 2
nporokoiry MODBUS RTU

5 [TpakTHueckas paboTa ¢ pa3nuyHbIMU ycTpoiicTBamu 1o nporokory MODBUS RTU 2
Pa6oTa ¢ nporokotom MODBUS TCP

6 PaboTa ¢ THIOBBIMH ITPOBOHBIMU M KaO€JIbHBIMU IPOTOKOJAMH B TTPOMBIIICHHOCTH 5
W3yueHne 6ecripOBOJHBIX JIOKAJIBHBIX CETEH JJIsl IPOMBIIICHHOT' 0 IPUMEHECHHUS

7 [TpakTHueckoe MPUMEHEHUE CIEeNHaIM3UPOBAHHBIX CETEBBIX MHTEP(EHCOB AT YMHOIO
aoma 2
Pabota c npeobpa3oBarensiMu HHTEP(EHCOB B MPOMBIIIEHHOW CETH

8 O3HaKOMIIEHHE C COBPEMEHHBIMU TEHACHIMSIMH B Pa3BUTUU CETEBbIX TexHoaoruil B ACY 5
TII, Bximrouast web-cepBepbl U 00JIaUHbIE PeLICHUS

9 OCOOEHHOCTH MPUMEHEHUS POMBIIIJIEHHBIX CETEBBIX IMPOTOKOJIOB B YCIOBUSAX BBICOKHUX 2
Harpy30K U NJIOXOH CBA3U

10 CpaBHuTenpHbli  aHamu3  npombiiieHHbIX — Ethernet-rexnonoruit:  EtherNet/IP, 5
PROFINET, Modbus TCP

11 [IpuMmeHeHne NPOMBILUIEHHBIX MapLIpyTH3aTOPOB A o0ecredyeHuss 0e30MacHOCTH U 5
HaJEKHOCTU pabOoThI CETEBOM MH(PACTPYKTYPBI

12 [IpakTHYECKOE€ UCIOJIb30BAHNE TPOMBIIIJIEHHBIX MapIIPYTU3aTOPOB 2
Opranu3zanus yJaJeHHOr 0 1OCTYIa K CETEBBIM YCTPOWCTBAM B IPOMBIILIJIEHHON CETH

13 Pa3zpaboTka U TecTupoBaHHE COOCTBEHHOIO IMPOMBIIUIEHHOTO MPOTOKOJIA i OOMeHa 9
JAHHBIMU MEXIY YCTPOWCTBAMHU B CETH

14 Opranuzanus  Kjactepa  NPOMBINIJICHHBIX ~ KOMMBIOTEPOB ISl BBINOJHEHHS 5

BBICOKOIIPOU3BOIUTENbHBIX BhruncieHnii B ACY TII




CamocTosiTesibHasi padoTa 00y4aromIuXxcst

IIpuMepHass TeMaTWKa CaMOCTOSTEIBHOW yueOHOW pabOThl MpH H3ydeHHH pasfena 2. TeXHONOrMH aBTOMATH3AIMH TEXHOJIOTHUECKUX
MIPOLIECCOB

CuctemaTrueckas mpopaboTKa KOHCIEKTOB 3aHATHH, yU4eOHOW M CIEIHAIbHON TEXHMUYECKON JMTEpaTyphl (IO BompocaMm K maparpadam,
riaBaM y4eOHbBIX MOCOOHWiI, COCTaBICHHBIM MpernosaBaTeieM). [ToaroroBka Kk Jab0paTOpHBIM paboTaM C KCIOJIb30BAHHEM METOIMUYECKUX
pEeKOMEeHIaIMii mpernoaaBaTessi, ohopMiIeHHe JJabOPaTOPHBIX PadOT, OTYETOB U MOATOTOBKA K UX 3aIIUTE.

Temaruka JOMaNIHUX 3aaHUH, COOOIICHUH, pedepaToB:

15

1. AHan3 TPOMBIIIJIEHHOTO 00BEKTa M BBISBIICHHE TIOTPEOHOCTEN B aBTOMATH3AINH TEXHOJIOT MUECKUX TPOIIECCOB.

2. PazpaboTka CTpyKTYpHOH CXEMBI aBTOMAaTH3allMM TEXHOJOTMYECKOTO TMpollecca Ha OCHOBE BBHIOPAHHBIX MPOMBIIUICHHBIX

KOHTPOJIJIEPOB M YCTPONCTB.

3. Bri6op 1 HacTpoiika TaTYUKOB U U3MEPHUTENBHBIX TPUOOPOB JUISI MOHUTOPUHTA TEXHOJIOTMYECKHIX ITapaMeTpPOB.

4, Pazpaborka mnporpamMHoro obOecneueHus JUIS aBTOMATH3alMd TEXHOJOIMYECKOro MpoLecca C HCIOJIb30BAHHUEM  SI3BIKOB

nporpamMMmupoBanus, Takux kak Ladder, Function Block Diagram (FBD), Structured Text (ST) u T.x1.

5. Pa3paboTka anropuTMOB YIpaBJIEHHUs TEXHOJIOTHYECKHM IPOLIECCOM C HCIOIb30BAaHUEM JIOTHYECKHUX OMEpalii 1 MaTeMaTH4eCKUX

BBIPAKEHUI.

6. Hactpolika MpOMBIIUICHHBIX CETEBBIX YCTPOWUCTB AJIs1 OOMEHa TaHHBIMHM MEXy TPOMBIIIIEHHBIM KOHTPOJUIEPOM M YCTPOICTBAMHU Ha

MIPOU3BOJICTBE.

7. Ouenka > GEeKTHBHOCTH aBTOMATHU3AI[MH TEXHOJIOTHUECKOr 0 IIpoliecca Ha OCHOBE aHaJIN3a IMOJIyYeHHbBIX JaHHBIX.

8. PaspaboTtka TexHrmyecKoro 3a1aHus Ha aBTOMATU3AI[UI0 TEXHOJIOTHYECKHUX MTPOIECCOB IS KOHKPETHOIO IPOU3BOACTBEHHOTO O0OBEKTA.

9. Omnpenenenne TpeOoBaHU K 000PYIOBAHUIO M HHCTPYMEHTAPHUIO [T aBTOMATH3AIMHI TEXHOJIOTHIECKOTO IPOoIiecca.

10. [TpoBenenre MHKEHEPHBIX U3bICKAHUN U pa3pa0d0TKa TEXHMYECKOro MPOEKTa Ha aBTOMATH3AIHIO TEXHOJIOTHYECKUX ITPOIIECCOB.

11. OneHka CTOMMOCTH 00OPYIOBaHUS M IPOrPAMMHOI0 00eCTieUeHH s AJIsl aBTOMATH3AINN TEXHOJIIOTHUYECKOT0 Tpoliecca.

12. AHanM3 pUCKOB M PUHATHE MEP MO 00ECTIEYeHHIO0 0€30MaCHOCTH MPoLiecca aBTOMATH3AINH TEXHOJIOTUIECKHUX MTPOIIECCOB.

13. Wzyuenne mpoMBIIIITIEHHBIX CTAaHAAPTOB U HOPMAaTHBHBIX JJOKYMEHTOB, PETYJIUPYIOIINX aBTOMATH3AIIIO TEXHOJIOIMYECKHIX MPOIECCOB.

14. Paspaborka METOOMKM TEXHHMYECKOrO OOCIY)KMBAaHHA W PpEMOHTAa OOOpPyIOBaHHUS, HCIOJB3YEMOrO MpU aBTOMATH3ALMH

TEXHOJIOTHYECKOr0 Tpoliecca.

15. Wzyuenne npuMepoB yCHENIHOW peanu3alyd MPOEKTOB MO aBTOMATH3alMK TEXHOJIOTMYECKHUX IMPOLECCOB B PAa3IMUHBIX OTPACIIX

MPOMBIIIJICHHOCTH.

MJIK 03.03 Be3onacHocTh ceTeBoii HHPPACTPYKTYPHI 171

Conepxxanue yueOHOr0 MarepuaJia 26

1 dyHaaMeHTA/IbHbIe IPUHIUIBI 6e30MacHOl ceTH 2
CoBpemMeHHBIE YIPO3bI ceTeBOM Oe30macHocT. Bupychl, uepBu B TpOsIHCKHE KOHU. MeTo/bI aTak.
Be3onacHocTh ceTeBbIX yerpoiicT OSI 2

Tema 3  bBe3onacHoctb N . .

KOMIIbIOTEPHBIX CeTell 2 besonachsiit JIOCTYN K YCTpOHCTBaM. Hasnauenune agMHHHCTPATUBHBIX POJIEH. I\ZIOHI/ITopHHrU u
ymnpaBienue — ycrpoiictBamu.  Mcnomb3oBanume — (QyHKIMS — aBTOMAaTH3MPOBAHHOM  HAaCTPOMKH
0e30MacHOCTH.

3 ABTOpHU3anus, ayTeHTUUKAIUA U y4eT Joctyna (AAA) 2
CroiictBa AAA. JlokanpHast AAA ayrentudukarms. Server-based AAA

K 3.1 -IIK
3.5
OK.01-
OK.09




Peanu3zanus texnosnoruii 6panagmayspa ACL.

4 Texnonorust Opanamayspa. Konrtexcthbiii koHTponms noctyna (CBAC). Ilomutuxu Opanamayapa,
OCHOBAHHbIE Ha 30HaX.
5 Peanu3zauus TexHoJI0TMil NpeJOTBpallleHUs] BTOPKEeHUS 2
IPS Texnomoruu. IPS curnarypsl. Peammzanus IPS. IIpoBepka u Monutopusr IPS
Be3onmacHOCTb JIOKAJILHOM CeTH 2
6 Obecneuenrne OE30MACHOCTH TOJIB30BATEIBCKUX KOMITbIOTEPOB. Coo0OpaskeHusi 1Mo 0e30MacHOCTH
Broporo ypoBHs (Layer-2). Koudurypamuss 06e30macHOCTH BTOpPOro ypoBHS. besomacHocTh
OecripoBoHbIX cereil, VoIP u SAN
Kpunrorpaguueckue cucremMbl 2
7 Kpunrorpaguueckue cepBucel. bazoBasi 1EIOCTHOCT, W ayTEHTHYHOCTh. KoH(UAEHIIMAaTbHOCTS.
Kpunrorpadusi OTKphITEIX KITIOUYeH
Peanuszauust rexHosroruii VPN 2
8 VPN. GRE VPN. Komnonentsl u ¢ynkunonupoBanue [PSec VPN. Peamusarms Site-to-site 1PSec
VPN ¢ wucnoms3oBannem CLI. Peammzamms Site-to-site [PSec VPN ¢ wucnonszoBanmem CCP.
Peanuzanms Remote-access VPN
Ynpasiaenue 6e30macHoii ceTbio 2
[TpuHIHTEI 6€30MaCHOCTH CeTeBOro Au3aiiHa. be3omacHas apxutekTypa. YIpaBieHHE MporeccaMu 1
9 Oe3omacHOCTh. TecTUpOBaHME CETH Ha YI3BHMOCTH. HempepwslBHOCTH OW3Heca, IJIaHHMPOBAHHUE
BOCCTAHOBJICHUSI aBapuUHHBIX cUTyaluid. JKU3HEHHBId LMK CeTM M IUlaHupoBaHWe. Pa3paborka
periaMeHTOB KOMIAHUU U MONUTHK 0€30I1acHOCTH.
Be3onacHocTh 00J1a4HBIX BHIYHCICHU 2
10 OcobenHocT 0e30MacHOCTH O0JIaYHBIX BBIYMCICHUH, PUCKHA M YIpo3bl. 3aliuTa OT aTak B 0OJauHON
cpefie, UCTIONB30BaHNE MEXaHW3MOB KOHTPOJS JOCTYIIa, MOHHUTOPWUHTA M ayJuTa, a TaKKe METOJI0B
KpUOTOrpaduuecKoi 3aluThl JaHHBIX.
Me:kcereBasi 0€30MaCHOCTD 2
11 Mertonpl 0V6ecnequI/m 0e30MacHOCTH B3aUMOACUCTBHUS MEXIY pa3IHYHBIMH CeTsMU. Peanmuzaums
TEXHOJIOTMM MapHIpyTH3allMd M IUII030B, WCIOJb30BAHME MEXKCETEBbIX 3KPAHOB, TEXHOJIOTUU
BUPTYaJIbHBIX JIOKJIBHBIX CETEH.
Be3onacHOCTH BeO-NIpUIIOKEeHNIT 1 MOOMJIBHBIX YCTPOWCTB 2
Oco0eHHOCTH YSA3BUMOCTEH BEO-TTPUIIOKEHUH, METOJIBI UX KCIUTyaTalllH, a TAKKe CPE/ICTBA 3aIUTHI.
12 Pa3paboTka Ge30macHbIX BEO-TIPHIIOKEHHH, UCIOIB30BAHIE METO/I0B aBTOMaTHYECKOTO TECTUPOBAHUS
U YSA3BUMOCTH. YTPO3bl 0€30MACHOCTH MOOUIIBHBIX YCTPOHCTB, METOZABI 3allUThl OT BPEIOHOCHBIX
IporpamM, 3aliuTa JaHHBIX ¥ KOMMYHHUKAllUi, a Takxke Oe30MmacHOe HCIONIb30BAHHE MOOMIIBHBIX
YCTPOMCTB.
3ammTa oT COUANBHON HHIKEHEPHHU 2
13 Mertoapl COIMANbHOM HMHIKEHEPUH, OMACHOCTH, CBS3aHHBIE C MOJACIKOM M MaHUIYJIHPOBaHHEM
JAHHBIMH, & TAK)KE€ METOJIbI 3aIIMTHI U 00yUeHHs IEPCOHAIA.
IIpakTHyecKue 3aHATHS 14




COL[I/IaJ'II)HaH HUHKCHCPUA
HccnenoBanue ceTeBBIX aTak U HHCTPYMEHTOB ITPOBEPKHU 3alIUTHI CETU

Hacrpoiika 6e30macHoro JocTyna K MapIpyTH3aTopy
Obecneuenne anMUHNCTpATUBHOTO JocTyria AAA u cepepa Radius

HacTtpolika monutuku 6e30nmacHoCTH OpaHMayspoB
Hacrpotika cuctemsl npenorBpaieHus Bropskeruii (IPS)

Hactpotlika 6e30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTaropax
HUccnenoBanne MeToq0B MK POBAHUS

HacTpotika Site-to-Site VPN ucnonb3ys naTepdeiic KoMaHaHOW CTPOKU
ba3oBast HacTpoiika numro3a Oe3omacHOCTH ASA w HacTpolika OpaHIMay3pOB UCHOJNB3ys WHTepdeiic
KOMAHJIHOHM CTPOKHU

BbazoBas HacTpoiika nuiro3a 6e3omnacHoctd ASA 1 HacTpoiika OpaHaMay3IpoB ucnonb3yst ASDM
Hacrpoiika Site-t0-SiteVPN ¢ omHOH CTOPOHBI Ha MapIIPyTH3aTOPEe HCIONb3ys HHTEepdeiic
KOMaHJHOH CTPOKH U C IPyTrOi CTOPOHBI UCTIONB3YsI LTi03 6e3onacHocTd ASA nocpeactsom ASDM

7

HacrpoiikaClientless Remote Access SSL VPNSs ucnions3yss ASDM
Hacrpoiika AnyConnect Remote Access SSL VPN ucnons3ys ASDM

Tema 2 O0ecnieuenue
ceTeBoii 0e30MaCHOCTH

Conep:xxanue yueOHOr0 MaTepuaJia

30

Opranu3zanys 3airIIeHHbIX KaHAIOB IepeIadyr JaHHBIX ISl 00beIUHCHUS TEPPUTOPHATIEHO
pacupeeNieHHbIX O()MCOB B OJIHY CETh.

Mexann3mbl mupoBaHUS U ayTeHTU(OUKAITNH IJ1s1 00ECTIEUSHUS 3alUIIEHHOTO yIAIEHHOTO JJOCTYITa
K KOPIIOPaTHBHBIM MH(OPMAIMOHHBIM PECypcaM B CEPBUCAM.

HUcnonb3oBanue GpaepBojIoOB M MEKCETEBBIX IKPAHOB JIJISI KOMIUIEKCHOM 3alUThI KOPIOPATUBHON CETH
OT HECAaHKIIMOHHPOBAHHOTO JTocTyma yepe3 HTepHer.

Ananus cogep>kumoro Tpaduka U KOHTPOJIb IPHIIOKEHUH U TOIb30Baresiel B cucreMax 0e30MacHOCTH
CeTH.

Metoapl MUHUMHM3ALMK PUCKOB BHeApeHUs BpeaoHocHoro 110 uepe3 orpanudeHue ornacHbIX
KOMMYHUKAIUH B IyOJIMYHBIX CETAX.
Beenenue cuctembl 00Hapy>KEHHUS U IPEJOTBPALICHHUS CETEBBIX BTOPKEHUH.

TexHONMOruM UCIONH30BaHMS BUPTYaIbHBIX YacTHBIX ceTer (VPN) miis obecrieuenus 6e30macHoro
YIaJIEeHHOr0 AOCTYIIA.
Hcnonp30Banne cUCTEMBI YIPaBJIEHHs JOCTYIIOM JJIs1 KOHTPOJISA JOCTYINA K KOPIOPATUBHOM CETH.

OGecrieuenune 6e3omacHoct Wi-Fi-ceTeii.
Peanmmzarms Mmep mo obecriedeHnio 6€301acHOCTH AIIEKTPOHHON TTOYTHI B KOPITOPATHBHON CETH.

3amuTa oT arak tuna "QumHr",

IIK 3.1 -IIK
3.5
OK.01-
OK.09




7 [TpuMeHeHne aHTUBHPYCHOTO TIPOrPAMMHOTO 00€CIICYESHHSI JUIs 3alUTHI OT BUPYCOB U APYTUX 2
BPEJOHOCHBIX IPOrPaMM.

8 Hcnonp3oBanue cucreM 0OHApY)KEHUsI BTOPXKSHUH Il pAHHETO OOHAPYKESHUS U MPEIOTBPALICHHSI 2
yrpo3 6e301MacHOCTH.

9 3amura ot DDoS-araxk. 2

10 Peanmmzars Mep 110 obecriedeHnio 0€30MacCHOCTH MOOUITBHBIX YCTPOUCTB, HCIIONB3YEMBIX B 2
KOPIOPaTHBHOM CETH.

11 3aimra OT BHYTPEHHUX yIrpo3 0€30MacHOCTH. 2

12 Obecneuenre 0e30MacHOCTH 00IaYHBIX CEPBHUCOB. 2

13 Opranu3aiys MOHUTOPHHTA CETEBOM OS30ITacHOCTH M ayIHTa. 2

14 BreneHue cucTeMbl KOHTPOJIS 1IEJIOCTHOCTH (DAMIIOB JIJIS 3AIUThI OT U3MEHEHHS WM BHEIPCHUS 2
BPEJIOHOCHBIX IPOTPaMM B (DaiJIOBBIC CHCTEMBI.

15 [Tpumenenne MeTon0B MU(POBAHUS TAHHBIX TSI 3aIUTHl OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA K 2
KOH(HUIEHIHAIbHONH HH(POPMALIHH.

IIpakTHYecKue 3aHATHS 42

1 Hacrtpoiika VPN-TyHHenel s opraHu3aluy 3alMINEHHBIX KAHAJIOB IEpedadyd JAHHBIX MEXKIY 2
TEPPUTOPUAIBLHO pacIpeleIeHHbIMUA O(hHUCaMH.

2 Pabora ¢ MmexaHu3Mamu mu(pOBaHKS U ayTEHTH(PHUKAINY [ 00ecTieueHust 6€30MacHOro yAajJeHHOro 2
JIOCTYIIa K KOPITOPATUBHBIM MH(POPMAIIMOHHBIM PECYpCaM M CEpBHCAM.

3 Hacrpoiika u wucronb3oBaHue (AepBOIOB M MEKCETEBBIX JKPAHOB JUISl KOMILJICKCHOH 3all[UThI 2
KOPITOPaTHBHOM CETH OT HECAHKIMOHMPOBAHHOTO TOCTyNa uepe3 MIHTepHeT.
Anamu3 comepxuMmoro Tpaduka M KOHTPOJb TPWIOKEHWH | TIONB30BATENiell B CHUCTEMax 2

4 0e30MacHOCTH CETH C HCIONB30BaHUEM MPOrPAaMMHOTO OOeCTieYeHHs [l MOHHTOPUHTA W
0o0HapYKEHHsI yTPo3.

5 Pa3paborka u BHeApeHHEe Mep MO MUHHMHU3AIWHM PUCKOB BHeApeHHs BpemoHocHoro 1O uepes 2
OrpaHUYCHUEC OMMaCHBIX KOMMyHI/IKaIII/Iﬁ B HY6J'II/I‘IH])IX CCTX.

6 Hactpolika u pabora ¢ cucreMamMu OOHApYKEHHsI M TIPEIOTBPAINCHHUS CETEBBIX BTOPKEHUH st 2
paHHEro OOHAPYKEHMSI U MIPEIOTBPAIlIeHUs] YIpo3 0e30MaCHOCTH.

7 HacTtpolika 1 ucnosibp3oBaHue BUPTyalibHBIX 4acTHbIX ceredl (VPN) s obecrieueHust 6e30macHOro 2
YIIQJICHHOTO JIOCTYIA K KOPITOPATHBHBIM MH(OPMAIIMOHHBIM PECypcaM U CEPBUCAM.

8 Hacrpoiika n pabora ¢ cucreMamMu yIpaBJIeHHs JOCTYIOM AJIsI KOHTPOJISA JAOCTyIa K KOPIIOPaTUBHOM 2
ceTu.

9 Ob6ecrieueHne GezomacHoct Wi-Fi-cereit: HacTpoiika 6€30mMacHbIX TOYEK JOCTYIA, MCIOIB30BAHHE 2
CETeBOM ayTeHTU(HKAIMHU, U (poBaHKsI TpapuKa U APYTUX METOIOB.
Paspabotka u BHeApeHHe Mep Mo 00ecTieYeHn 0 OE30MaCHOCTH AIIEKTPOHHON MOYTHI B KOPIIOPATHBHON 2

10 CEeTH: HACTPOWKA aHTHBUPYCHOTO IMPOrPaMMHOI0 OOeCIieueHus], MPOBEpPKa Ha HAIMYUE BPEIOHOCHBIX
BJIOXKEHHH, 00y4eHHe 10JIb30BaTelIell OCHOBaM 0€30MacHOCTHU 3JIEKTPOHHOM MOYTHL

11 OOyd4eHne moMb30BaTeIsIM OCHOBAM 3aIIUTHI OT aTak THma "¢gummar'. 2




PabGora ¢ AHTUBHUPYCHBIM IIPOrpaMMHbBIM obecreueHrueM AJId 3alIdTel OT BHUPYCOB U APYTUX

12 BPEJOHOCHBIX IPOrpaMM: YyCTaHOBKA, HAacTpolika, OOHOBIEHHE Oa3bl NaHHBIX, CKAaHWPOBAHHE W
yJIaJICHHE BPEIOHOCHBIX MTPOTPAMM.

13 Hactpolika u HCHOJB30BaHHE CHCTEM OOHAPYKEHHsI BTOPXKEHWH Il paHHEro OOHApYKEHHS U 2
IpeIOTBpAIlIeHUs] yTrpo3 Oe30IacCHOCTH.

14 HacTpolika ¥ HCIIONBb30BaHUE MEKCETEBBIX 3KPAHOB M (haepBOJNIOB Ui OOSCIIEUCHUS] KOMIUICKCHOM 2
3aIlIMThl KOPIOPAaTHBHOM CETH OT HECAaHKIIMOHMPOBAHHOIO JIOCTyNa uyepe3 MHTepHeT.

15 BHenpenue cucTeMbl YIpaBlICHHS JOCTYIIOM JUIsl KOHTPOJIS JIOCTyNa K KOPIIOPAaTUBHOM CETH: 2
HACTpOWKa MpaBuJI IOCTYTa, ayTeHTH(U KAV TOJIH30BATENEH, YITpaBIeHUE MPUBUIICTHSIMU.
Hcnonp3oBanne TeXHOIOTHI BUpTyadbHBIX 4acTHbIX cereil (VPN) mis obecniedenus Oe3ormacHOToO 2

16 yIQJIEHHOTO JOCTyIa: HAacTpoWKa W ynpasieHne VPN-TyHHeIsMH, 3aIIUTa JaHHBIX, MapIIpyTH3aIus
TpaduKa.

17 Obecneuenne OesonmacHoctn Wi-Fi-ceteit: Hacrpoiika ¥ ympaBieHHEe OCCHPOBOIHBIMH TOYKAMU 2
JIOCTYTIA, 3allIMTa CETEeBOr0 Tpaduka, ayTeHTH(PUKAITHS TTOJIL30BATENCH.

18 3ammTta or DDoS-aTak: MCHOIB30BaHME CIENMAIM3UPOBAHHBIX CPEACTB 3amuThl oT DDoS-atak, 2
HAaCTpoOMKa MapHIPyTH3aLHU TpaduKa, MOHUTOPUHT CETEBOW aKTHBHOCTH.
Peamuzarnuss Mep 1o oOecriedueHHIO OE30MacHOCTH MOOWMIIBHBIX YCTPOWCTB, HCIIONB3YEMbIX B 2

19 KOPITOPaTHBHON CETH: HACTPOWKa MOJMTHK OC30MacHOCTH Ui MOOWIJIBHBIX YCTPOWCTB, YIpaBJICHHE
YCTPOMCTBAMU U TIPUJIOKEHUSIMH, 3aIUTa JAHHBIX HA YCTPOHCTBAX.

20- Obecneuenne 6e3vonaCHOCTI/I 00JIaYHBIX CEpPBUCOB: BBIOOP HAAEKHBIX NPOBAWAEPOB OOIAYHBIX 4

21 CEpBHCOB, HACTPOHKAa MpPaBHJ JOCTYNa W ayTeHTH(HKauH, MmdpoBaHNe TaHHBIX, MOHHTOPHHT
AKTHBHOCTHU B 00JIaUHBIX CEpBHCAX.

CaMmocTosiTesqbHas padoTa 27

[TpuMepHas TeMaTHKa CaMOCTOSTEIBHON yaeOHOM pabOoThI pH U3yUYeHUH pas3zeia 3. be3omnacHoCTh ceTeBoi




UHPPACTPYKTYPHI
CucremaTnueckas mpopadoTKa KOHCIIEKTOB 3aHSATHI, YIeOHOM U CrielMaIbHOW TEXHHYECKON JTUTepaTyphl (1o

BOIIPOCaM K maparpadam, riiaBaM yaeOHbIX ITOCOOUH, COCTaBICHHBIM MperoaBarenemM). [Toaroropka K
7a00paTOPHBIM PadOTaM C HCIOIb30BAHUEM METOAMYECKHX PEKOMEH Al MpernoaBareis, ohopMieHIE
JTab0paTOPHBIX PAOOT, OTYETOB M MOATOTOBKA K UX 3alIHTE.

Temaruka qoOMalHUX 3aJaHUH, COOOIICHNH, ped)epaToB:

1. CpaBHEHHE 1 aHAJIM3 PA3IMYHBIX TUITOB 3aIIUTHBIX MEXaHU3MOB JIJISI CETEBOI MH(PPACTPYKTYPEI.

2. Pa3pabotka miaHa Mep o MHHUMHU3AIMK PUCKOB BHEpeHHs BpenoHocHOro 10 B kopropaTHBHYIO
CeTh Yepe3 OrpaHNICHHE OMACHBIX KOMMYHHKAIIMH B ITyOJIMYHBIX CETSIX.

3. HccnenoBanne mprHIKTIOB pabOTH M HACTPOHKA CHCTEMBI YIIPABJICHHS TOCTYIIOM ISl KOHTPOJIS
JIOCTyIa K KOPIOPaTUBHOM CETH.

4. AHanmM3 TPUHIUIIOB PadOTHI U HACTPOMKA CHCTEMBI OOHAPYKEHHS M TIPEIOTBPAIICHHS CETEBBIX
BTOP>KECHHUU.

5. HccnenoBanne mprHIUIIOB pabOTHI M HACTPOITKA CHCTEMBI KOHTPOJIS LIEJIOCTHOCTH (paiiiioB Auist
3aIIUTHI OT U3MEHEHUS WM BHEIPEHUS BPEOHOCHBIX IIPOrpaMM B (DaiyIOBbIE CUCTEMBI.

6. HccnenoBanue MpuHIUTIOB pabOTHI M HACTPOIKA CHCTEMbI MOHUTOPUHTA CETEBON O€30MacCHOCTH H
ayaurTa.

7. Amnanu3 ocHOBHBIX TUTIOB DDoS-artak u pa3paboTka Mep 110 3al|Te OT HUX.

8. HccnenoBanne MpUHIKIIOB pabOThl M HACTPOIKA 3aIIUTHI OT BHYTPEHHHUX YTpo3 0€30MacCHOCTH.

9. HccnenoBanne MpUHIKIIOB pabOThI M HACTPOiika obectieueHus 6e3omacHoct Wi-Fi-cetei.

10. HccnenoBanne MpUHIKIIOB pabOThl U HACTPOIKA CHCTEMbI OOHAPYKESHUS U MPEAOTBPALICHHS aTaK
tuna "ummar".

11. HccnenoBanue NPUHITUMIIOB Pa0OTHI M HACTPOMKA 3aIIUThI OT BPEOHOCHBIX MTPOrpaMM Ha MOOMITBHBIX
YCTPOMCTBAX, UCIIOJB3YEMBIX B KOPIIOPATUBHOM CETU.

12. AHanu3 NpUHLUIIOB PadOTHI M HACTPOIMKA CUCTEMBI OOecTIeUeH s O€30MacCHOCTH O0JauHBIX CEPBUCOB.
13. HccnenoBanue NPUHIUIIOB pa0OTHl M HACTPOMKA CUCTEM MMUPPOBAHUS TAHHBIX JIJIS 3aIIUTHI OT
HECaHKIIMOHMPOBAHHOT'O IOCTYNA K KOH(pHICHIINATbHON HHPOPMAIIUH.

14. Pa3paboTka 1 mpoBe/ieHHe ClieHapUeB TECTUPOBAHMS 0€30MACHOCTH CETEBOM HHPPACTPYKTYPHI.

15. AHanm3 cirydaeB HapyIeHUs 0€30I1aCHOCTH CETeBOH MH(PACTPYKTYpPhI U pa3paboTKa Mep 10 UX
IPEeI0TBPAILEHUIO.

16. CocraBnieHue oT4eTa 0 Mepax 1o 00ecrneyeHnto 0e30MacHOCTH CeTeBOM HH(PACTPYKTYPHI U
PEKOMEHIAIMH 110 YITy4IICHHIO.

17. CpaBHEHHE U aHAJIM3 MTPEUMYIIECTB U HEAOCTATKOB PA3JIMYHBIX METOI0B 3AIIUTHI OT BHEIIHUX yIPO3

0€30I1aCHOCTH.




Temaruka KypcoOBbIX POEKTOB (PadoT) 30 K 3.1 -TIK
1. Ananus ysa3BUMOCTel ceTeBoi MH(PPACcTPyKTYpBhI IPEANPUATHS U pa3paboTKa I1aHa odecriedeH st 6e301acHOCTH. 35
2. Pa3paboTka 1 BHEIpeHNE CUCTEMBI OOHAPYKEHHUS U TPEJOTBPAILICHHUS CETEBBIX BTOP)KCHHIA. OK.01-
3. UccnenoBanne u aHann3 METOI0B MUHUMHU3AILMH PHUCKOB BHEIpeHuUs BpeaoHocHoro 110 uepe3 orpaHrueHne ONacHbIX KOMMYHHUKAIIAH 0OK.09
B IyOJMYHBIX CETSX.

4, [IpoexTupoBanue u peanmuzaius 3amuThl oT DDoS-atak B KOpopaTuBHON CETH.

5. Anam3 3G QEeKTUBHOCTH HCIIONIB30BAHMS MEKCETEBBIX OKPAaHOB JUIA KOMIUIEKCHOM 3allMTBl KOPIIOPAaTUBHOW CETH  OT
HECaHKIIMOHUPOBAHHOTO AOCTYIa Yepe3 MHTepHer.

6. Paspabotka cucTemsl ynpaByieHHs JOCTYIOM JJis1 KOHTPOJIS JOCTYINA K KOPHOPATUBHOM CETH.

7. UccnenoBanue u pazpabotka Mep o o0ecneyeHro 6€30acHOCTH MOOMIIBHBIX YCTPOMCTB, UCTIONIB3YEMbIX B KOPIIOPATUBHOW CETH.

8. [IpoexTrpoBaHue U BHEPEHE CHCTEMbI MOHUTOPHHTA CETEBOW 0E30MACHOCTH M ay/IUTa.

9. AHanu3 U pa3paboTKa METOJOB HCIIOJIBb30BaHMS BUPTYalbHbIX dacTHBIX cered (VPN) mnsa oOecrmedeHus: 0e30MacHOro yaajaeHHOro

J0CTYIIA.

10. Pa3pabotka u BHeipeHre Mep 10 00ecTieueHH 0 0€30MaCHOCTH O0JIAYHBIX CEPBHUCOB.

11. HccrnenoBanre u aHAIN3 METOJIOB 3aIIMTHl OT BHYTPEHHUX yIpo3 0e30MacHOCTH.

12. PazpaboTka u BHenpeHHE CHUCTEMBI KOHTPOJISI LENOCTHOCTH (HailyIoB Ui 3alIMTBl OT M3MEHEHHs] WJM BHEIPEHHUS BPEIOHOCHBIX

nporpamm B (ailioBbIe CHCTEMBI.

13. ITpoexTupoBaHKe U peam3alysi CHCTeMbl 3amuThl Wi-Fi-ceteit.

14. AHaNM3 COAEPKUMOro TpaurKa U KOHTPOJIb MIPUIIOKEHUH 1 MOIb30BaTesel B cucTeMax 0e30MacHOCTH CeTH.

15. Pa3paboTka ¥ BHEOpeHHE MEXaHW3MOB IMU(POBAHMSA M ayTeHTH(HUKAIMU I8 00eCHedeH s 3aIUIIEHHOTO YIAICHHOrO JOCTYNa K

KOpPIOPaTHBHBIM HH(OPMAIIMOHHBIM PECYpPCaM H CEPBUCAM.

16. Uccnenoranne u pazpaboTka Mep 10 3aIIUTe OT arak Tuma "QuimuHr",

17. Pa3paboTka 1 BHEJpeHrEe MEXaHHW3MOB 3aIlIMThI OT BUPYCOB U JIPYTHUX BPEIOHOCHBIX MTPOTPAMM.

YueOHast npaKkTUKA

Buner pabor 144

1. AHaNM3 COAEPKUMOro TpaurKa U KOHTPOJIb MIPUIIOKEHUH 1 TOIb30BaTesel B cucTeMax 0e30MacHOCTH CETH.

2. Opranu3zaiyst 3alIUIIeHHBIX KAHAIOB Mepeayr JaHHBIX I 00beAMHEHNS TEPPUTOPUATBHO paclpee/iCeHHBIX 0(QHCOB B OJHY CETh

3. Obecneuenne 6e3omnacHocti Wi-Fi-ceteii.

4, Peanuzanus mep o odecrieueHHI0 6€30MacHOCTH 3JICKTPOHHOM MTOYTHI B KOPIIOPATUBHOM CETH.

5. 3amura ot arak Tumna "¢uimHr'.

6. Obecneuenne cereBoi 6€30MacCHOCTH

IIpousBoacTBeHHAs] MPAKTHKA

Bunsr pador 144

1. ObecnieueHre ceTeBoi 0€30MaCHOCTH (3aLIUTY OT HECAHKIIMOHMPOBAHHOTO OCTYMA K HH(OpMAaIMK, TPOCMOTpa UM H3MEHEHHS CUCTEMHBIX

(baiinoB 1 JaHHBIX), 0€30MaCHOCTH MEKCETEBOTO B3aUMOICHCTBUSL.

2. Ocy1iecTBiIeHHE aHTUBUPYCHOW 3aIMTHI JIOKAJIBHOH BRIYMCIMTEIBHONW CETH, CEPBEPOB U pabOUMX CTaHIHH.

3. JJoOKyMeHTHpOBaHNE BCEX TPON3BEACHHBIX JEHCTBUH.

KoncyabTanuu 2

Jk3amMeH (KBATU(UKATNMOHHDII) 18

Bcero 684




4. YCJOBUSA PEAJINBAIIMU TPOPECCUOHAJIBHOI'O MOAYJIA

4.1. MaTtepuajibHO-TeXHUUYECKOe o0ecreyeHue NpodeccuoHaabLHOr0 MOAYJIs
IIM.03 DkcnuryaTanus 00bEKTOB ceTeBOl MHPPACTPYKTYPbI

Jlabopatopust uHGOPMAITMOHHBIX TEXHOJIOTHM

Komrmiekt mebenu yist yaeOHOro mpoiiecca.

MynsTUMenuiiHOE  00OpydOBaHME: TEpPCOHAIbHbIE KOMIbIOTEpHl — 14  mT.,
MOJIKJTFOYEHHBIC K JIOKAIBHOW BBIYMCIUTENBHOU ceTH U ceTh «HTepHeT»; HOyTOyKH —
4 mT., NPOEKTOP MYJIbTUMEAUNHBIN, SKPAH.

[Iporpammuoe obecneuenne: Microsoft Access (mumensus NelM123460); Microsoft
Office Standard (imuensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (muuensust NelM123460); Microsoft Visio Professional (nuimen3us
NeIM123460); Microsoft Visual Studio Enterprise (nmumensus NelM123460); Microsoft
Windows Enterprise (munien3us NelM123460); Arent Dr.Web (muuensus Ne QS34-
HC7C-SD53-K5L2); Mathcad University Classroom Perpetual — 40 (muen3us
Ne296133); kommekt TAPAHT-Macrtep (munensus Nel2—-40272—-000898); xomruiekT
[IO nns pelieHHs OCHOBHBIX IOJB30BAaTENbCKUX 3adaud (cBoOomHo pachp. [1O);
cnpaBoyHasi npaBoBasi cucrtemMa «Koncynbrant IDmoc» (konTpakt Ne2023 CB 3 or
29.12.2022r); smynsatop aktuBHOro cereBoro obopymoBanmsi (Cisco Packet Tracer
(cBOOOHO-pacTIpocTpaHsieMoe Ui CTYIEHTOB)); MIPOrPaMMHOE OOECIIEYEHUE CETEBOTO
obopynoBanust (touku pgocryna CISCO CAP 26021-R-K9, IIO kommyraropa
CiscoCatalyst 2960, TI0 xommytaropa Cisco Catalyst WS-C2960); 7-Zip (cB0oO0IHO
pacnp. I10); Internet Explorer, Yandex Browser(cBo6onno pacmp. I10); Arent Dr.Web
(mumten3us Ne QS34-HC7C-SD53-K51.2); PDF24 (cBo6omauo pacmp. 110); KOMITIAC-
3D V19 (munens3us NeBr-20-00154); Cisco Packet Tracer 6.2sv(cBo6omHo pacmp. T10);
Hyper-V, Oracle VirtualBox (cBobomgno pacmp. I10); O6naunas mmardopma Yandex
Cloud.

CpenctBa 00y4deHUs: MHTEPAKTUBHASA JOCKa, MenuaTeka (MyJabTUMEIua pa3paboTKH U
MPE3CHTAIINU K 3aHSATHSAM), pa3gaTOYHbIN MaTepual: yueOHbIe KapTOUYKU C 3a/IaHUSIMHU,
TUIAKTUYECKHH MaTepuail JUIsl BBIMOJHEHUS TPAKTHYCCKUX paboT, THUTraOWTHBIN
YIIPABIIIEMbIA KOMMYTAaTOp Ha 16 MOPTOB; CTPYKTYpHpOBaHHAs KaOelbHAs CUCTEMA,;
CTOMKU Ui cepBepoB — 2mT, cepBep AQS-QEE-E50D202*11410F225D01; cepsep
AquariusSrv - PX 102; OCHWIIOI'PA® C1-75; xommyrarop NETGEAR
AFC728TSEU; kommyratop SWtch SS101 TX DEV8x10; smymsarop ATICE200,
uctouHuk Oecrepe6. nmutanus Smart-UPS 1000i USB - 2 wit.; crenasl ceTeil mepeaadu
JAHHBIX (koMMyTaTop CiscoCatalyst 2960, KOMMYTAaTop TrendNetN-
WaySwitchTEGS160TX, kommyratop WS-C2960-48TT ¢ koHBEpTOPOM, KOMMYTATOP
JIBC, kommytatop Cisco Catalyst WS-C2960; nporpaMMHO-TEXHUYECKUM KOMILIEKC
WS-C2960-48TS ¢ ycTaHOBJEH. MPOrpaMMHBIM OO€CleYeHUEM), TOYKa JOCTyIa
CISCO CAP 26021-R-K9, IP- Buneoxkamepa Nikvision, anammzatop cnektpa NS-30A,
aatenHa M102 B koM. ¢ kabemem BU TNCm-SMAm, 610k niuranus nadopar. HY
3003 D-3, paemanit HDD WD 2TB 3.0 , 3.5"USB, BHemHuii Hakonutens 1 Seagate
Original USB 3.0 4 Tb, yHuBepcanbHas mnpuémo-niepenaromas miaatdopma s
npoexktupoBanuss CBY-cucrem komr.mgx 92, ycwurens LZY-22, ycunurens ZHL-
3A-S, usmeputens CN -801 HP, uctounuk 6ecnepedoiinoro nutanusit APC Smart-UPS
1000VA, MHOropyHKIIMOHANBHBIA W3MepUTENbHBI npubop, MDY — 2 mr., Habop



BUnepexonuukos, nasuibHas cranmuss AOYUE 968, mepekmouarens ZX80-DR230,
npeoOpa3oBaTeb SP-200-24-AC-DC, MpUEeMO-TIepeaaroas MPOrpaMMHO-
KoH(purypupyemas paguomiarpopma G32, npuHTEpP, CTAHOK CBEPIMIIBHBIN 350 BT.

JlaGoparopusi HanpaBJISIONIUX CUCTEM

KomrutekT mebenu 11t yaeOHOTo Iporecca.

MynsTUMenuiiHOe 000pyA0BaHUE: MHTEPAKTUBHAS JI0CKA -1 MIT, KOMIBIOTEPHI - 15 1mIT.:
IIK H404,2 420W/Intel Core 13 540/knaB., mbimbs,MoHuT. 21,5" VA2248-LED; IIK
RAY S902.4(xnaB.,mpimb ontud.,naukopa, MJATO ,Mouutop 21,5 " View Sonic
VA2248-LED; monutop 17" LCD PROVIEW VA-796KN; npunatep CTpyiHbBINA PYIIOH.
HP500 120*600, mpoekTop.

[IporpammHuoe obecrnieuenne: «Anent: YTpaBiIeHUE CTPOUTEILCTBOMY (KOHTPAKT Ne A -
859); Autodesk AutoCAD (peructpanusi Ha caiite npousBoautens); Autodesk ReCap
(peructpamus  Ha caite npousBogutensi); CREDO DAT 5.2 (nunensus
Ne1249.28749.28.08-13); Maplnfo Professional (mumnensuonusiit moroBop Ne32/2014-
V); Microsoft Access (nunen3usi NelM123460); Microsoft Office Standard (suuensus
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (yuuensus
NeIM123460); Microsoft Visio Professional (sumensust NeIM123460); Microsoft Visual
Studio Enterprise (yuniensust NeIM123460); Microsoft Windows Enterprise (nuuen3us
NelM123460); Arent Dr.Web (mumensus Ne QS34-HC7C-SD53-K5L2); koMIuiekT
'APAHT-Mactep (munensust Nel2-40272-000898); komrmutekt IO nmns permeHus
OCHOBHBIX TMOJIb30BaTENbCKUX 3aay (cBoOoaHo pacmp. [10); cmpaBouHas mpaBoBas
cucteMa «Koncynerant Ilmoc» (xonTpakt No2023 CB 3 ot 29.12.2022r); Renga
(mumen3us NeJl1J1-19-00224); SCAD Office s64 (mumen3us Ne 15417); STARK ES 2019
(munensus Ne066700); TUC "Kapra 2011" (cereoit USB-kimiou); KOMITAC-3D V19
(smumensust NeBr-20-00154); JIMPA-CAIIP 2018 PRO (cyOnuiieH3MOHHBIA KOHTPAKT No
3641/M0 ot 21.09.2018 r.); Cmera-Barupa 4.0 (qmuersus Ned4475); 7-Zip (cBoGoIHO
pacnp. T10); Internet Explorer, Yandex Browser(ceo6oau0 pacmp. [10); Arentr Dr.Web
(mumensus Ne QS34-HC7C-SD53-K5L2); PDF24 (cBo6oano pacmp. I10); KOMITIAC-
3D V19 (munensus NeBr-20-00154); Cisco Packet Tracer 6.2sv(cBo6oano pacmp. [10);
Hyper-V, Oracle VirtualBox (cBobomguo pacmp. I10); O6naunas mmardopma Yandex
Cloud.

CpenctBa 00y4yeHUs: AIEKTPUUYECKUE Kabeln, BOJIOKHOONITUUECKUE KaOeIr, KOMILJIEKThI
WHCTPYMEHTOB, JIAOOpaTOPHBIA KONMMIIEKC «TeopeTHueckne OCHOBBI CIEIHAIbHBIX
ANEKTPOHHBIX cucTteM» ucTouHuk Oecr.mutanus APC Smart UPS 1000VA USB 2U
230V; kommytatop Cisco Catalyst WS C2960-24 PC-L; xommyrarop Cisco Catalyst
WS - C2960-48 TC-L; kommyrarop WS-C2960-48TT ¢ koHBEepTOpOM.

JlabopaTopusi HACTPOMKH CETEBOM HHPPACTPYKTYPbI

Komrmnekt mebenu st yaeOHoro mnpoiiecca.

MynsTuMenuiinoe ooopynoBanue: komnetotrepsl- 15 mr: RAMEC STORM Custom 17-
3770K/8I'b/ mouutop LCD 21.5", xnaBuar., mbib, 15 wmr.; [IK Intel Core i7/GA-Z77-
D3H/DDRIII 8Gb/500Gb SATA 1I/INWIN ATX-450, mouutop BenQ G2450HM,
kimaB, Meimb, 3 mT., IIK Intel Core 17/GA-Z77-D3H/DDRIII  8Gh/500Gb



SATAII/INWIN EARO003, monutop 24" BenQ G2450HM,knaB, Mpib, 2 mr.; 1K
P212,4 675W/Intel Core 17-2600/x71, Mbimb, MoH. Ben Q EW2430, 2 miT.

[Iporpammuoe obecneuenue: Microsoft Access (muuensus NelM123460); Microsoft
Office Standard (munensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (mumensmst NelM123460); Microsoft Visio Professional (nmmmen3us
NelM123460); Microsoft Visual Studio Enterprise (munensus NelM123460); Microsoft
Windows Enterprise (muniensust NeIM123460); komrekt TAPAHT—-Macrep (Jutiensus
Ne12-40272—000898); Arent Dr.Web (munensus Ne QS34-HC7C-SD53-K5L2);
koMIiekT 11O myst pemieHus: OCHOBHBIX MOJIb30BATEIbCKUX 3a7a4 (CBOOOIHO pacrp.
[10); cnpaBounast mpaBoBasi cucrema «KoncynbtanT ILmocy (konTpakt Ne2023 CB 3
or 29.12.2022r); 1C:llpennpusitue 8. Kommuexkt st oOydeHus. (JHUIIEH3US
No8922961); Ilporpammubiii komiuiekc "KommbroTepHas nenoBas urpa "BU3HEC-
KVYPC: Makcumym. Bepcust 1" (mmuuensus NebK-M1-CET-1169); Cmera-barupa 5.0
(muuensust Ne5451); 7-Zip (cBobomno pacop. I[10); Internet Explorer, Yandex
Browser(ceobogno pacmp. I10); Arenr Dr.Web (mumensus Ne QS34-HC7C-SDS53-
K5L2); PDF24 (cBo6omuo pacmp. I10); KOMIIAC-3D V19 (nmuuensuss NeBr-20-
00154); Cisco Packet Tracer 6.2sv(cBobomauo pacmp. I10); Hyper-V, Oracle VirtualBox
(cBobomuO pacmp. [10); O6maunas matdopma Yandex Cloud.

CpencrBa oOydeHus: mKad TEIEKOMMYHUKAIIMOHHbIM- 2 1mT., CepBep — I,
CepBepubii SSD nakonutens — 10 mr., KMV- nepexmouarens ATEN — 1 mir,
aHaJIM3aTop JUHEHHbIX KoMMyHukauuii YJIAH-2; nocka mapkepHas 100*200cm; UBIT
UPS 1100VA, 7 wr.; xommyratop D-Link DES-3200-28, 8 mT.; kommyrarop D-Link
DES-3810-28, 2 mT.; koMMyTaTop; KOMIUIEKC 3amuThl nHpopmarnmuu Secret Disk 4.0;
Kommiekc 3amutel nHpopmanuu Secret Net 5.0, 2 mT.; HenuHelnbil okatop SEL SP-
61/M "Karpan"; mnpoexktop wmynetuMmenuiitapii  Hitachi CP-X1250+pa3BeTBuTens
BUJICOCUTHAJa; cUcTeMa BuOpoakyctuueckod 3amutbl "Conara-AB"; cucrtema
BUOpoakyctuueckoi.3amuthl "Conata-PC2"; crumuT-cuctema (HamoiIbHO-TIOTOJIOYHBIN
kouguimonep) GeneralClimate CF24HRN1/GU24HRN1; cpencTtBa orpanudeHus
noctyna k komnbiorepy AIIM/[3 "KPUIITOH-3AMOK/E", 3 mT.; 5kpaH HaCTCHHBIH
200*200cMm Braun Roll Vision;

Mactepckasi MOHTaka U HaCTPOMKH OOBEKTOB CETEBOM MH(PACTPYKTYPhI

Kommiekt Mebenu 1151 yueOHOro mpoiiecca.

MynsTUMenuiiHOe 000pyIOBaHKE: MHTEPAKTHUBHAS JOCKA, KOMIBIOTEPHl B KOMIUIEKTE
(cucTeMHBIN OJIOK, MOHUTOP, KJIaBUATYPa, MAHUITYJIATOP «MBIIIb») — 7 IIT., JIOKaJIbHAas
cetb ¢ BeixonoM B UHTEPHET, npoextop mynstumenuiinsiii HITACHICP-X2514WN
lmr. xkommbioTep P4-3.0/2*256Mb/HDD 200Gb/128 6600GT/DVD-RW/KM/FDD/
MBi1945P/ UPS; monutop 19" Samsung 940N (KSB) TFT Silver. Round Simple, 3 mit.;
mouutop 19"Samsung 940N (LKSB) TFT; monmutop LG LCD 19" L1919S-SF,
Cucrem.6m0k Athlon 64 3500/512Mb*2/ 160Gb/FDD/DVD-RW knaB. mbiiiib. KOBp., 2
mrt.; cucreM. Onok Core 2Duo E6320/2I'6/320I'6/512M0O knaB. MpIib, 2 INIT.;
cucteM.0mok  AMJ[3000+ (512*2)/160Gb/DVD+RWrkfd/+mblb+koBpruKk+KiBas.;
cuctemMHsIi 610k AMD*2 4000/2*512 MB/160Gb/512 MB.

[Iporpammuoe obGecneuenue: Microsoft Access (munensus NelM123460); Microsoft
Office Standard (mumensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project



Professional (munensust NelM123460); Microsoft Visio Professional (yumen3ust
NelM123460); Microsoft Visual Studio Enterprise (mumen3us NelM123460); Microsoft
Windows Enterprise (yumensust NeIM123460); Arent Dr.Web (muensus Ne QS34-
HC7C-SD53-K51L2); komiuiekr TAPAHT-Mactep (nuuensus Nel2—-40272—-000898);
Mathcad University Classroom Perpetual - 40 (munensus Ne296133); komiutekt 10 mst
pellieHnus] OCHOBHBIX TOJIb30BaTEIbCKUX 3a7ad (cBoOomno pacmp. [10); CnpaBounas
npaBoBas cuctema «KoncynpranT Ilmoc» (konTpakt Ne2023 CB 3 ot 29.12.2022r);
Mathcad University Classroom Perpetual - 40 (mumensus Ne296133); 7-Zip (cBoOoIHO
pactp. T10); Internet Explorer, Yandex Browser(cBo6oauo pacmp. [10); Arent Dr.Web
(munensust Ne QS34-HC7C-SD53-K51.2); PDF24 (cBo6oauo pacmp. I110); KOMITIAC-
3D V19 (nmmuensus NeBr-20-00154); Cisco Packet Tracer 6.2sv(cBoOoano pacmp. I10);
Hyper-V, Oracle VirtualBox (cBobomgno pacmp. I10); O6naunas mmardopma Yandex
Cloud.

Cpencta 00y4eHUs: MapUIPYTU3aTOP — 2IIT., KOMMYTaTop — 2 IIT, TO4ka gocryna Wi-
Fi — lmr.,MexcereBoli SKpaH, HA0OP IJIsl MOHTaKA U HAJIAJKU KOMIIBIOTEPHOU ceTn — 2
mt., GPS npueMHUK B cocTaBe; amnmapaTHO-TIpOrpaMMHbIN komruieke (agantep+I10);
BoinbT™METp B7-37, 2 mit.; reneparop ['2-57, 4 wT.; reHepaTOp IIYMOBBIX CUTHAJIOB,;
u3Mmeputenb nomex LMZ-4, 2 wr.; uamepurens XG-5; usmepurtenbubii mpudop SNT
LITE PSTN; naboparopusiii crenn "Ludposas snextponuka " 1060x256x654, 2 mrt.;
ocumiorpad GDS-820C; npubop J/MC KOP X6-5; npubop I/MC KOP X6-8, 2 mir.;
npuoop MKX-X6-5; /; yueOnas nabGoparopHasi ycraHoBka "M3yuenne KM-komeka';
yueOHasi abopaTopHasi ycraHoBka "M3ydeHue NPUHIUMIIOB BPEMEHHOTO pa3jelieHus
KaHaJIOB'"; anmapaTHO-TIPOrPAMMHBIN KOMITJICKC IS U3YUCHHS CTaHAAPTHBIX MPOIETYP
u MouuTopuHra cereid WiFi - 1 mr., anterasl AMZ-3A/50 - 3 mit., u3mepurenu LMZ-
4/50 - 4 wr., usmeputenb SMZ-6/50 - 1 ., kanepEpson - 1 1mT., W3MepUTENb
paguonomex - lmir., paguoctanius «Kapat» - 2 mr., Bonmbt™merp B7-37 - 2 mit., cTeHa
«IIudposas snexTponnkay - 2 mr., 3kpad HacTeHHBIH 200*200cm Braun Roll Vision.

Mactepckast peMOHTa U 00CITY’)KUBaHHS YCTPOUCTB WH()HOKOMMYHUKAIIMOHHBIX CHCTEM
Komrmnekt mebenu st yaeOHOTro mporiecca.

MynbpTuMenuitHoe 00OpynOBaHME: HHTEpPaKTHUBHAs nocka — 1 mrt, HOytOyk ASUS
K72DR 17.3" N830/4 GB/640 GB/; noyroyk IdeaPad U260 12,5" Lenovo; HOyTOYK
Lenovo IdeaPad510S-13IKBwhite 13,3" FHD 15-7200U/4Gb/256GbSSD/R5 V430
2G/W10 CyMKa,MBblIIIIb; IIK RAMEC GALE/i5-
3470/B75M2x4DDR3/GT630/500SATA3/Moaut.LCD  PHILIPS 23,6"knaB.,MBIIIb;
mianmeT Apple iPad 2; mmanmer AppleiPad 4 32 Gb., mpoekTop.

[Iporpammuoe obOecneuenne: Microsoft Access (numensus NelM123460); Microsoft
Office Standard (;munensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (mumensmst NelM123460); Microsoft Visio Professional (nmmmen3us
NelM123460); Microsoft Visual Studio Enterprise (munensus NeIM123460); Microsoft
Windows Enterprise (umien3ust NeIM123460); kommiexkt TAPAHT—Macrep (nuuen3us
Ne12-40272—-000898); Kommekr IO npns pemieHHS OCHOBHBIX MOJB30BATEIbCKUX
3amauy  (cBoOomHO pacmpoctpanseMoe [I0O); ChnpaBoyHas mTpaBoBas CHCTEMa
«Koncynprant Ilmoc» (kortpakt Ne2023 CB 3 or 29.12.2022r); 7-Zip (cBOOOIHO
pacmp. T10); Internet Explorer, Yandex Browser(cBo6oau0 pacmp. [10); Arentr Dr.Web



(muuensus Ne QS34-HC7C-SD53-K5L2); PDF24 (cBoboano pacnp. I110); KOMITIAC-
3D V19 (mumensus NeBr-20-00154); Cisco Packet Tracer 6.2sv(cBo6oano pacmp. [10);
Hyper-V, Oracle VirtualBox (cBodogno pacmp. I10); O6naunas nnardopma Yandex
Cloud.

CpenctBa 0OydeHHUs: BJIEKTPOU3MEPHUETIIbHBIE MPUOOPHI — 6 1T, KOMMYTAaTOp — 2 MIT,
MaplIpyTH3aTop — 2IIT., UCTOYHUK OecnepeOOMHOro MuTaHus — 2 WIT.,KOMIUIEKTbI
UHCTPYMEHTOB [JIsl BBIIIOJIHEHUS 3JIEKTPOMOHTAKHBIX padOT — 3 MIT., aKKyMYJIATOp
reqeBblii Minn Kota MK-31; anmapaTHO-IporpaMMHBII KOMIUIEKC O€CIpOBOJHOM
PETUCTpAllMU U UHTEPIIPETaluy OMOMOTEHIIMAIOB Ha aKTUBHBIX 3JIEKTPOaX; T€HEpaTop
oensunoBeiii "llTypMm" PG8708 700BT; 3apsnnoe ycrpoiicteo Minn Kota MK-110P;
uHBepTop - TpaHchopmarop "@ydar" IN 160-230B 160A; xoMIIeKT MOOWIIbHBIN
0a30BbBI IKOHOMHYHBIN (BHI€0000pyAOBaHMe); Kopryc kBagpokontepa DJI Phantom ¢
nsurarejieM u jonactamutbiok ympasne-uus DJI Phantom-4  (Ksaapoxomtep
Phantom-4); naBurarop CARMIN eTrex Touch 25 GPS/GLONASS; naBuratop
Garmin Oregon 550 GPS; npoexumnonnsrii komruieke Ha 6aze cucrembl EIKI LC-XB43
C JIa3epHBIM CBEJICHUEM H300pakKeHUH; cucTeMa BUACOHAOMIOACHUS U CISKEeHHs (Ha
6aze marpuisl Sony Super HAD CCD); cucrema BuptyansHoi peanbHocTH (Illnem
BuptyanbHoil peanbHocT HTC Vive Pro ¢ 6a30BbIMH CTaHIIMSMU M KOHTPOJUIEpaMU
Steam VR Tracking 2.0 + Cuctemusiii 6510k 17-6700/16 Gb/2Gb/120Gb,knaB. mMbiib +
MaHu; cmyTHUKOBBIM Tenedon Thuraya XT; mudpoBas Buaeokamepa OKIIH-KaMmepa
GOPRO HEROS Black UHD 4K; uudposas ¢porokamepa Sony Alpha A 7 kit FE 28-
70/3.5-5.6 OSS; mmem BuptyassHoii peanbHocT HTC Vive; anexrpomorop Minn Kota
Traxxis 55; anexkTposHuedanorpad-perucTpaTop KOMITbIOTEPU3UPOBAHHBIN
nopratuBHbIN "DHuedanan-221'P -19/26".

J1oroBopbI O MPAKTUYECKOMN MTOATOTOBKE:
AO «Mapuiickuii MalmmMHOCTPOUTENbHBIN 3aBo/» JloroBop Ne 1/2021 ot 01.02.2021 —
OeCCpOUHBII

Oumman [TAO «Pocrenekom» B Pecnyomuke Mapuii On loroBop Ne 83/2021 ot
27.01.2021 — 6eccpounbIii



4.2. HndopmanuonHoe obecnedenue mnpodeccuonaibHoro moayiass IIM.03
JKCIIyaTauMs 00beKTOB CeTeBOil HH(PPACTPYKTYPHI
OCHOBHAas1 ¥ IOTIOJHUTENbHAS JIUTEpATypa

Ne Komuaectso

/i . AK3EMILIAPOB,
CHucoK UCTOIB3YEMO JIUTEPATy Pl
HMMEIOIUXCS B

(nevammuvie uzoanusi, 31eKkmponHble U30AHUSL 34 NOCIeOHUe 5 Jiem) Y -
b

cceuika Ha DBC

OCHOBHAJ JIMTEPATVYPA
1 |Ha3zapoB, A. B. Dkcrnyaranuss 00BbEKTOB CeTeBOM HMHQPACTPYKTYpPHI : | JNEKTPOHHBIN
yuebnuk / A.B. Hazapos, A.H. Earansrue, B.I1. MenpankoB. — MockBa pecypce

: KYPC : UH®PA-M, 2022. — 360 c¢. — (Cpennee npodeccruoHaibHOe
obpazoBanme). - ISBN 978-5-906923-06-6. - Tekcr: anekTponHsiid. - URL:
https://znanium.com/catalog/product/1860128

2 |CepreeB, A. H. OCHOBBI JIOKaIbHBIX KOMITBIOTEPHBIX ceTell / A. H.| DnexkrpoHHBIHA

CepreeB. — 3-¢ usn., crep. — Cankrt-IlerepOypr: Jlanp, 2023. — 184 c. pecypc
— ISBN 978-5-507-46832-4. — Tekcr: osnexkTpoHHbIH / Jlanb
ANEKTPOHHO-OUOIMOTeUHAS cucTema. — URL:

https://e.lanbook.com/book/321215
JOIIOJIHUTEJIbHAA JIUTEPATYPA
1 |[Kyry3osB, O. U. NH)OKOMMYHHKAIIUOHHBIE CHUCTEMBl U CETH : YUYEOHUK | DJICKTPOHHBIN

s cio / O. U. Kyrysos, T. M. Tarapaukosa, B. B. [{lexanoBckuii. — 2-¢ pecypc
u3n., crep. — Cankrt-IlerepOypr : Jlanp, 2021. — 244 c. — ISBN 978-5-
8114-8488-1. — Tekcr: ouekTpoHHbI / Jlaub :  3JIE€KTPOHHO-

oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/176902
2 |KypaBaeB, A. E. VH}OKOMMYHHKAIMOHHBIE CHUCTEMBL. AmmNapaTHoe | DIEKTPOHHBIH

obecrieuenue / A. E. XKypasnes, A. B. Makmanos, A. B. UBanumes. — 2- pecypc
e u3a., crep. — Canxkr-IletepOypr : Jlans, 2022. — 396 ¢. — ISBN 978-5-
507-44963-7. — Tekcr: onekTpoHHBbIH / Jlaub :  3JIEKTPOHHO-

oubimoreunas cucrema. — URL: https://e.lanbook.com/book/322610



https://znanium.com/catalog/product/1860128
https://e.lanbook.com/book/321215
https://e.lanbook.com/book/176902
https://e.lanbook.com/book/322610

5. KOHTPOJIb n OIEHKA PE3YJIBTATOB OCBOEHUA
MPOPECCHOHAJIBHOI'O MOAYJIsA

KoHTpoins M oOLeHKa pe3yabTaTOB OCBOEHHUS MPOPECCHOHAIBHOIO MOIYJIS
OCYILECTBIISIETCSL TpernojaBaTeieM B (opMe TEKYIIEro KOHTPOJIsS YCHEBaeMOCTH U
IIPOMEKYTOYHOM aTTECTALIAH.

[IpoMexxyTOoUuHass arrecTauusi UMEET LENbI0 ONPEAENIUTh CTENEHb JOCTUKEHUS
3aIlJITAHUPOBAHHBIX PE3YIbTaTOB 00YyUEHHUs 10 MPOPECCHOHATBLHOMY MOIYIIIO 3a MEPUO.L
oOyuenus. PopMa MNPOMEKYTOYHOW aTTecTauu - AUQPGepeHUUpPOBAHHBIA 3aYeT,
sK3aMeH (KBaTu(UKAITMOHHBIN ).

Tekylnii KOHTPOJb YCHEBAEMOCTH OCYLIECTBISIETCS B IPOLIECCE MPOBEACHUS
MPAKTUYECKUX 3aHIATHH W JabopaTopHbIX paboT, oOecreynmBaeT OLIEHWBAHHE XOAa
OCBOEHHUSI MOYJIS.

@opMBI  TEKYLIETO KOHTPOJISI YCIEBAEMOCTH: TECTUPOBAHUE, YCTHBIM OIPOC,
JTOKJIA]Ibl, BBITIOJIHEHUE IIPAKTUYECKUX U 1a00paTOPHBIX paboT.



Ne HaumenoBanue Kon popmupyemoit Pe3ynbTatel 00ydeHus no npopecCHoHATLHOMY MOIYITIO DopMbI KOHTPOJIS
TEMBI KOMITETCHIIUU yMeTh p—

M/AK.03.01 DxcnuryaTanus 00beKTOB ceTeBoii HHPPaCTPYKTYPbI.

1. | Tema 1. IIK 3.1 — IIpoekTupoBath JgokampHyi0 | — OOmMe  NpUHIUOB  MOCTpOocHHs | TeKylui KOHTPOJIb
DKcmtyaTamus K 3.2 CETb. ceTel. negarora B (opme
O0BEKTOB CETEBOM 1K 3.3 — BniGupats cereBble Tononoruu. | — CeTeBble TONOJIOTHH. OLCHKHA pemeHuA
HH(PAaCTPYKTYPBL. 1K 3.4 — PaccuutsiBaTh OCHOBHBIE | — MHorocnoinyto moaens OSI. 3anad, 3allUThI

HK 3.5 napaMeTpbl JTOKaJbHON CETH. — TpeboBaHust K  KOMIIBIOTEPHBIM abOPaTOPHBIX PabOT.
OK.01-OK.09 — Ilpumensrs aJrOPUTMBI | CETSIM.
MOWCKa KpaT4yaiIiero myTu. —  ApPXUTEKTypy MPOTOKOJIOB.
— IlnanupoBaTte cTpyKTYypy ceTh | — CTaHIapTU3AIMIO CETEH.

2. | Tema 2. IIK 3.1 c IIOMOILBIO rpaca C| — Dranbl NOPOEKTUPOBAHUS CETEBOU
OKcruryaTanus [IK 3.2 ONTUMAIIbHBIM  PACIOJIOXECHUEM | pHPPACTPYKTYPHI.
cucrem IP- IIK 3.3 y3JI0B. — DJeMeHTHl  TEOPHH  MAacCOBOTO
TesneoHuH. IIK 3.4 — Hcnonb3oBath 00CITy)KUBaHHS.

IIK 3.5 MaTEeMaTUYECKUN aImapaT TEOPUU | — (OCHOBHBIC MOHSTHS Teopru Tpados.
OK.01-OK.09 rpa¢os. — AIropuTMBI NOMCKa KpaTdaifliero
— HacrpanBatek cTeK MPOTOKONIOB | myTy.
TCP/IP 1 UCIONB30BAT | —  (QcHOBHBIE  HpOOJEMBI  CHHTE3a
BCTPOCHHBIE YTHIHMTBL | rpadop atak.
ONMEPALMOHHOH  CHCTEMBI  JUIl | _ Cycrembl TOMOJOMHYECKOTO aHATH3A

JTUArHOCTUKH PabOTOCIOCOOHOCTH
CETH.
— BpiOuparthb cereBblie TOMOJIOTHH.

— PaccunthiBaTh OCHOBHBIE
IIapaMeTphl JIOKAJIbHON CETH.
— Ilpumensars aJI'OPUTMBI

MOWCKa KpaTyaiiiero nyTu.
— IlnanupoBaTh CTPYKTYpy cCeTH

c MTOMOIIIBIO rpada c
ONTUMAIBHBIM  PACIOJIOKCHHEM
y3JI0B.

— Hcnonb3oBath

3alIUIICHHOCTH KOMHLIOTepHOﬁ CCTH.

— OcHoOBBI MIPOEKTUPOBAHUS
JOKAIIbHBIX ~ ceTei,  OecrnpoBOJHbBIE
JIOKAJIbHBIE CETH.

— Cranpmaptel  kabesnel, OCHOBHBIC

BHUJIBI KOMMYHHKAIIHUOHHBIX YCTPOWCTB,
TEPMHUHBI, TIOHATUSA, CTAHAAPTHI |
TUIIOBBIC JIEMEHTHI CTPYKTYpPHUPOBAHHOM
KaOenbHOU CHCTEMBIL: MOHTaX,
TECTUPOBAHHUE.

— CpenctBa TeCTUPOBAHUS U aHAJIH3A.
— bazoBble MPOTOKOJIBI M TEXHOJIOTHH




MaTeMaTUYECKUH ammapaT TEOpPHH

rpados.

— MHcnons3oBats
MHOTO(QYHKLMOHAJIbHBIE TPUOOPHI
U IIpOrpaMMHBIE cpencrna
MOHUTOPUHTA.

— Hcnonb3oBate  IpOrpaMMHO-
amnmapaTHble cpencrBa
TEXHUYECKOI0 KOHTPOJIS

— Hcnonb3oBaTh  NpPOrpaMMHO-
anmnapartHble cpencrBa

TEXHUYECKOT0 KOHTPOJIS.
—  Yurats TEXHUYECKYIO u
OPOCKTHYIO JOKYMEHTAIUI0 IO
OpraHu3ally CErMEHTOB CETH.

— KonTpomuposats
COOTBETCTBHE pa3pabaThiBaEMOro
MpPOeKTa HOPMATHUBHO-
TEXHUYECKOW JJOKYMEHTaIUH.

— Hcnonb3oBaTh  MpOrpaMMHO-
armapaTHbIe cpencTBa
TEXHUYECKOTO0 KOHTPOJISL.

— MHcnonb3oBaTh  TEXHHUYECKYIO
auTepaTypy M HMH(OPMalUOHHO-
CMPABOYHBIE CHCTEMBbI JIJIS1 3aMEHBI
(moucka aHAJIOTOB) yCTapEBILEro
000pyI0BaHUSI.

— Yurath TEXHUYECKYIO 51
OPOEKTHYI0 JOKYMEHTAIUI0 IO
OpraHU3aIlH CETMEHTOB CETH.

— KonTpomuposats
COOTBETCTBHE pa3padaTbIBAEMOro
IIPOEKTa HOPMATHUBHO-

TEXHUYECKOHU JAOKYMCHTAIlUU.

JIOKaJIbHBIX CETEH.

— OOmme  OpUHIUIBI  TOCTPOCHUS
CeTe.

— CeTeBBIE TOMOJIOTUH.

— CranmapTu3aiui CeTeu.

— DOTtanel TPOEKTUPOBAHUS  CETEBOM
UHDPACTPYKTYPHI.

—  DJIeMEeHTHI TEOpUHU MacCOBOI'0
00CTy>KUBaHUSI.

— OCHOBHBIC TTOHATHUS TEOPUHU TPadOB.
— OcCHOBHBIE  TPOOJIEMBI CHHTE3a

rpaoB aTak.
— CucreMBl TOIOJOIHYECKOr0 aHaJIu3a
3alIUIIEHHOCTH KOMIIBIOTEPHOW CETH.

—  Apxutektypy CKaHepa
0e30I1acCHOCTH.

— IlpuHnuns! [IOCTPOCHUSA
BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH.

— TpeboBanusi K  KOMIIBIOTEPHBIM
CeTsiM.

— TpeGoBanus K CeTeBOM
0e3011acHOCTH.

— DneMeHThl  TEOpUH  MacCOBOIO
00CTy)KUBaHUS.

— OcCHOBHBIE TOHATHUS TEOPUHU TPAQOB.
— OcHOBHbIE  NpOOJEMBI  CHUHTE3a

rpadoB aTak.
— CucremMbl TOMOJOTHYECKOTO aHAlM3a
3aMUIIEHHOCTH KOMITBIOTEPHON CETH.

— Apxutekrypy CKaHepa
0e30MacHOCTH.

— TpeboBaHust K  KOMIIBIOTEPHBIM
CeTAM.




— MHcnonb3oBaTh  TEXHUYECKYIO
auTepaTypy U HMHGOPMAIMOHHO-
CIPaBOYHBIE CHUCTEMBI JIJISI 3aMEHBI
(oucka aHAJIOTOB) yCTapeBIIEro
000pyI0BaHUSI.

— AaJMHUHHUCTPUPOBATH JIOKAJIBbHBIC
BBIYUCIINTCIIbHBIC CCTH,

— TpPUHUMATH MeEpBI o
YCTPaHEHHUIO BO3ZMOXKHBIX COOEB;
— oOecneuMBaTh 3alUTy [pU

INOAKIYCHNHU K I/IH(bOpMaI_[I/IOHHO'

—  ApXUTEKTYpYy IPOTOKOJIOB.
— CranmapTu3aium CeTei.
— OTtanel NIPOEKTUPOBAHUS
UHPPACTPYKTYPHI.

— Opranuzanuio paboT MO BBOLY B
IKCITyaTal[iil0 OOBEKTOB W CErMEHTOB
KOMITBIOTEPHBIX CETEH.

— Crangaptel  Kabeseil, OCHOBHBIC
BUJBI KOMMYHUKAIIHOHHBIX YCTPOHCTB,
TEPMUHBI, TOHSTHUSA, CTaHAAPTBI U
TUIIOBBIE 3JIEMEHTHI CTPYKTYPUPOBAHHOM
KaOeNbHOM CHCTEMBI: MOHTaX,

ceTeBon

TEJIEKOMMYHHKAIIMOHH O CeTH | TECTHPOBAHUE.

"NuTepHer". — Cpencrsa TECTUPOBAHUS U aHAJIM3A.
— IlporpaMmHoO-anmapaTHble CpercTBa
TEXHUYECKOT0 KOHTPOJISL.
—  IpuHnmme " CTaHAapTHI
odopmneHus TEXHUYECKOMN
JIOKyMEH TaIlH
— IlpuHnmns! co3nanus u opopMIeHUS
TOMOJIOTHH CETH.
— HHdpopManmoHHO-CIIpaBOYHBIC
CUCTEeMBl  JId  3aMeHbl  (IIOMCKA)
TEXHHYECKOTo 000py10BaHHS

M/K.03.02 be3onacHOCTh KOMIILIOTEPHBIX CETEI.

3. | Tema l. IK 3.1 — IlpoektnpoBaTh  JOKambHYyIO | — OOmme  HpUHOUIB  HOCTpoeHUs | TeKyuii KOHTPOJIb
ABTOMAaTHU3UPOBAH IIK 3.2 CETh. CETEH. neparora B opme
HbIE CHCTEMBI 1K 3.3 — BriOupars cereBblie Tononoruu. | — CeTeBble TOMOJIOTUH. OLICHKU peleHust
YIpaBJICHUA 1K 3.4 — PaccuuteiBaTh OCHOBHbIE | — MHorocnoitnyo moaens OSI. 3anat, 3aIIUTBI
TEXHOJIOIMYECKHUMHU IIK 3.5 MapamMeTpsl JIOKaTbHOM CETH. — Tpe6GoBaHHS K  KOMIIBIOTCPHBIM 7abOpaTOpHBIX  PaboT.
npoueccamu (ACY OK.01-OK.09 —  TIpumeHsTH AJTOPHTMBI | CETAM. HToroBelii KOHTpOJIL B

TI)

MOMCKA KpaTYanIlIero ImyTH.

— ApXHUTEKTYypy IPOTOKOJIOB.

dbopme JK3aMeHa
(kBaM(PUKAIIIOHHOT0).




Tema 2.
IIpoMbiniieHHBIE
CETEBbIC
TEXHOJOTUH U

mpotokoisl B ACY
TII

IIK 3.1
IIK 3.2
IIK 3.3
I[IK3.4
IIK 3.5
OK.01-OK.09

— IlnanupoBaTh CTPYKTYpy CETH

c MTOMOIIIBIO rpada c
ONTUMABHBIM  PACIOJIOKCHHEM
y3JI0B.

— Hcnonb3oBath

MaTeMaTHYECKHI amnmapaT TEOpHH

rpagos.
— HacrpauBaTh cTek MPOTOKOJIOB

TCP/IP " HUCII0Jb30BaTh
BCTPOCHHBIE YTUIIUTHI
OnepanuoOHHON CHCTEMBI s

JTUArHOCTUKA PabOTOCITOCOOHOCTH
CETH.
— BpIOUpaTh ceTeBbIC TOMOJIOTHH.

— PaccuutsiBaTh OCHOBHbBIE
MapamMeTpbl JOKaJIbHON CETH.
— Ilpumensars aJIrOPUTMBI

MIOMCKa KpaT4anliero myTy.
— IlnanupoBaTh CTPYKTYpy CETH

c MTOMOLIBIO rpada c
ONTUMAJIBHBIM  PACIIOJIOKEHUEM
Y3JI0B.

— Hcnonb3oBath
MaTeMaTUYECKUN ammnapaT TEOpUH
rpagos.

— Hcnonb3oBath
MHOTO(QYHKIMOHANbHBIE TPUOOPHI
u MIPOrpaMMHbIE cpencrea
MOHHUTOPHHTA.

— MHcnonb3oBarb  IpOrpamMMHO-
armapaTHbIe cpencraa
TEXHUYECKOT0 KOHTPOJIS

— Hcnonp3oBatb  mpOrpamMMHO-
armapaTHbIC cpencraa

— CranmapTu3aium CeTeu.

— Drtambl TPOEKTUPOBAHUS CETEBOU
UH(PACTPYKTYPBHI.
—  DJIEMEHTHI TEOpUH MAacCOBOT'O
00CITy)KHBaHUSI.

— OcHOBHBIE NTOHATHUS TEOPHH I'Pa(OB.
— AJropuTMBI TOWCKAa KpaTdaiiiiero
IYyTH.

— OcHoBHbIE
rpadoB aTak.
— Cucrembl TONOJOTMYECKOr0 aHAJIN3a
3aLIUIIEHHOCTH KOMIIBIOTEPHOM CETH.

npobieMbl  CHUHTE3a

—  OCHOBBI IIPOCKTUPOBAHUS
JOKalbHBIX  ceTeil,  OecrnpoBOAHbBIC
JIOKaJIbHBIE CETH.

— Crangaptel  Ka0eneil, OCHOBHBIE

BHUJIBI KOMMYHHKAIIHOHHBIX YCTPOWCTB,
TEPMUHBI, TOHSTHUS, CTAaHAAPTBI U
TUTIOBBIE JIEMEHTHI CTPYKTYPUPOBAHHON
KaOeIbLHOU CHCTEMEL: MOHTaX,
TECTUPOBAHHUE.

— CpenctBa TeCTUPOBAHUS U aHATU3A.
— bazoBble MPOTOKOIBI U TEXHOJIOTHHU
JIOKaJIbHBIX CETEH.

— OOmue  NPUHIHIBI
ceTen.

— CerteBble TOMOJIOTUH.
— CranmapTu3aium CeTeu.
— DOTtanbel IPOEKTUPOBAHUS
UHPACTPYKTYPBHI.
—  DJIEMEHTHI
00CITy)KHBaHUSI.
— OCHOBHBIE ITOHSTHUSI TEOPHH TPaQOB.

MMOCTPOCHUA

ceTeBOon

TEOPHH  MaccoBOT'O




TEXHUYECKOTO KOHTPOJISL.
— YwraTh TEXHUYECKYIO u
IPOEKTHYIO JOKYMEHTAIlMI0 IO
OpraHu3aly CErMEHTOB CETH.

— KonTpomuposats
COOTBETCTBHE pa3pabaThIBa€MOro
MpOeKTa HOPMATUBHO-
TEXHUYECKOU JJOKYMEHTaIUH.

— Hcnonb3oBaTh  MpPOrpaMMHO-
anmapaTHbIe cpencrBa
TEXHUYECKOT0 KOHTPOJISL.

— Hcnonb3oBaTh  TEXHUYECKYIO
auTepaTypy U HMH(OPMalUOHHO-
CIPaBOYHbIE CHCTEMBI JJISi 3aMEHBI
(oucka aHAJIOTOB) yCTapeBILEro
000pyI0BaHUSI.

— Yurath TEXHUYECKYIO 5
IPOEKTHYIO JOKYMEHTAlMI0 IO
OpraHu3ally CErMEHTOB CETH.

— KonrponupoBats
COOTBETCTBHE pa3pabaThIBa€MOro
MpPOeKTa HOPMATHUBHO-
TEXHUYECKOM IOKYMEHTalIUH.

— Hcnonb3oBaTh  TEXHUYECKYIO
auTepaTypy M HUHGOPMalUOHHO-
CIIPaBOYHBIE CHCTEMBI JIJISI 3aMEHBI
(moucka aHAJIOTOB) yCTapEBILEro
000pyI0BaHUSI.

— aJIMUHHUCTPUPOBATH JIOKATbHBIE
BBIYUCIIUTEILHBIC CETH,

— TNPUHUMATH MephI o
YCTpaHEHHIO BO3MOXKHBIX COOEB;
obecrneunBaThb 3aIIUTY npu

— OcHOBHbIE
rpadoB aTak.
— CuHcTeMBbl TOMOJOTHYEeCKOTO aHaIn3a
3aIUIIEHHOCTH KOMITBIOTEPHON CETH.

npoOJieMbl  CHHTE3a

— Apxutektypy CKaHepa
0e3011acHOCTH.

—  Ilpunnume MOCTPOEHUS
BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH.

— TpeboBanuss K  KOMIBIOTEPHBIM
CeTAM.

— TpeboBanus K CETEBOM
0e30I1acHOCTH.

—  DJeMeHTBI TEOpUU MacCcOBOI'0
00CTy’)KUBaHUS.

— OCHOBHBIE MTOHATHUSI TEOPHH TPadOB.
— OcHOBHbIE  NpOOJEMBl  CHUHTE3a

rpaoB aTak.
— CucremMbl TONOJOTHYECKOT0 aHaIM3a
3aIUIIEHHOCTH KOMIILIOTEPHOW CETH.

— Apxutektypy CKaHepa
0e3011acHOCTH.

— TpeOoBanus K  KOMIBIOTEPHBIM
CeTAM.

— ApXuTeKTypy NpOTOKOJIOB.

— CranpapTu3anuio CEeTeu.

— Ortanel IPOEKTUPOBAHUSA  CETEBOH
UHPPaCTPYKTYPHI.

— Opranuzanuio paboT 1Mo BBOLY B
IKCIUTyaTaluil0 OOBEKTOB W CETMEHTOB
KOMIIBIOTEPHBIX CETEN.

— Crangaptel  Kabeseid, OCHOBHBIC
BUJI KOMMYHUKAIIHOHHBIX YCTPOMCTB,
TEPMUHBI, TOHSTHS, CTaHAAPTBI U




MOJKITFOY CHUH K
nH(pOpMAaIMOHHO-
TEJIEKOMMYHHKAITTOHH Oi cetu
"NHTepHeT".

TUIIOBBIE JIEMEHTHI CTPYKTYPUPOBAHHOU
KaOeJIbHOM CHUCTEMBI: MOHTaX,
TECTUPOBAHUE.

— Cpencrsa TECTUPOBAHUA U aHAJIM3A.
— IIporpamMMHO-anmapaTHble CpencTBa
TEXHUYECKOI0 KOHTPOJIS.

—  punanums u CTaHJAPTHI
oopmieHus TEXHUYECKOH
JIOKYMEH TaI[H

— Ilpunuuns! coznanus u opopmieHus
TOIIOJIOTUH CETH.

— HWudopmanmonHo-cripaBo4HbIE

CUCTEeMBI  JUIA  3aMeHbl  (IIOMCKA)
TEXHUYECKOr0 000pya0BaHUs
MK.03.02 be3onacHocTh ceTeBO MHPPACTPYKTYPHI.
5. | bezonacHocTb IIK 3.1 — IlpoextupoBaTe  JOKajdbHy!o | — OOmME  NPUHIUOB  [MOCTPOECHHUS
KOMITBIOTEPHBIX [IK 3.2 CETh. cereil.
cereit 1K 3.3 — BriOupars cetesbie Tononoruu. | — CeTeBble TOMOJIOTHH.
6. | Obecneuenne 1K 3.4 — PaccuutsiBaTh OCHOBHBIE | — MHorocnoinyto moaens OSI.
CETCBOU 1K 3.5 IapaMeTphl JIOKaJIbHON CETH. — TpeboBanust K  KOMIIBIOTEPHBIM
bezomacHOCTH OK.01-OK.09 — Ilpumensars AJTOPUTMBI | CETSM.

IIOMCKa KpaT4auuIero myTy.
— IlnanupoBaTh CTPYKTYpy CETH

c IIOMOIIIBIO rpada c
OITHMAaJIbHBIM PacnoJIOKEHHEM
y3JI0B.

— MHcnonp3oBaTh

MaTEeMaTUYECKUN aImapaT TEOPUH
rpacos.

— HacrpauBaTh cTe€K MPOTOKOJIOB
TCP/IP u HCIIOJIH30BaTh
BCTPOCHHBIC YTHITUTHI

— ApxuTeKTypy IIPOTOKOJIOB.
— CrangapTuzanuio cereil.

— Drtambl TPOEKTUPOBAHUSA CETEBOU
UH(QPACTPYKTYPBHI.
—  DJIEMEHTHI TEOpUH MAacCOBOT'O
00CTy)KUBaHUS.

— OCHOBHBIE MTOHATHUSI TEOPHH TPadOB.

— AJTOpUTMBI TIOMCKA KpaTdauIero
IyTH.
— OcHoBHbIE  TpOOJEMBI  CHHTE3a




OMEpPAllMOHHOW  CHUCTEMBI  JUIA
JTUArHOCTUKH PabOTOCIIOCOOHOCTH
CeTHu.

— BpiOupathb cereBbie TOMOJIOTHH.

— PaccunteiBaTh OCHOBHBIE
[apaMeTphl JIOKAJIbHON CETH.
— Ilpumensars aITOPUTMBI

MOKCKa KpaTYanIIero myTy.
— IlnanupoBaTh CTPYKTYypy CeTH

c ITOMOLIBIO rpada c
ONTUMAJIBHBIM  PACIIOJIOKEHUEM
y3J10B.

— Hcnonb3oBath
MaTeMAaTUYECKHIl amnmapaTt TEOpUU
rpados.

— Hcnonb3oBath
MHOTO(QYHKIIMOHAJIbHBIE TPUOOPHI
" MpOrpaMMHBIC cpencTaa
MOHHUTOPHHTA.

— MHcnonb3oBath  mpOrpamMMHO-
armapaTHbIe cpencraa
TEXHUYECKOT 0 KOHTPOJIS

— MHcnonb3oBate  mporpaMMHO-
arrapaTHble cpencrea
TEXHUYECKOT 0 KOHTPOJIS.

— Yurath TEXHUYECKYIO 51

OPOEKTHYIO JIOKYMEHTalHUIO IO
OpraHu3allii CETMEHTOB CETH.

— KonTponupoBath
COOTBETCTBHE pa3pabaThiBaeMoro
MPOEKTa HOPMAaTHUBHO-
TEXHUYECKOW JTOKYMEHTALINH.

— Hcnonb3oBatb  mpOrpamMMHO-
arnmapaTHbie cpencTBa

rpadoB aTak.
— CucremMbl TOMOJOTHYECKOTO aHAIIM3a
3aIUIIEHHOCTH KOMIBIOTEPHON CETH.

— OCHOBBI MIPOEKTUPOBAHUSA
JOKaJdbHBIX  ceTedd,  OecnpoBOJHbBIE
JIOKaJIbHBIE CETH.

— Crangaptel  kabeneil, OCHOBHBbIE

BHU/Ibl KOMMYHUKAIMOHHBIX YCTPOWCTB,
TEPMUHBbI, TOHSTUSA, CTaHIAPTBl U
TUIIOBBIE AJIEMEHTBI CTPYKTYPUPOBAHHOU
KaOeJIbHON CHCTEMHEI: MOHTAaX,
TECTUPOBAHUE.

— CpencrtBa TECTUPOBAHUS U aHAU3A.
— ba3oBble POTOKOIBI M TEXHOJOTHUU
JIOKAJILHBIX CeTei.

— OOmme  OpUHIUIBI  TOCTPOCHUS
cerei.

— CerteBble TOMOJIOTUH.

— CranpapTu3anuio CeTeu.

— DOTtanel TPOEKTUPOBAHUS  CETEBOM
UHDPACTPYKTYPHI.

—  DJeMeHTHI TEOpUHU MacCoOBOTO
00CTy>KUBaHUSI.

— OcHOBHBIE NTOHATHUSL TEOPHH I'Pa(OB.
— OcHOBHBIE  TpOOJEeMBl  CHHTE3a

rpaoB aTak.
— CucreMBl TOIOJOIMYECKOr0 aHaJIu3a
3alIUIIEHHOCTH KOMIIBIOTEPHOW CETH.

—  Apxutektypy CKaHepa
0e30I1acHOCTH.
— IlpuHnuns! IIOCTPOCHUSA

BBICOKOCKOPOCTHBIX JIOKAJTbHBIX CETEH.
— TpeboBanust K  KOMIBIOTEPHBIM




TEXHUYECKOT0 KOHTPOJIS.
— MHcnonb3oBaTh  TEXHUYECKYIO
aUTEepaTypy M HMHGOPMALUOHHO-
CIPaBOYHbIE CHCTEMBI JIJISI 3aMEHBI
(oucka aHAJIOTOB) yCTapeBIIEro
000pyI0BaHUsI.
— UYwurars TEXHUYECKYIO u
IPOEKTHYIO JOKYMEHTAIlMI0 IO
OpraHu3allii CETMEHTOB CETH.
— KonTponuposats
COOTBETCTBHE pa3pabaThiBa€MOro
IpoeKTa HOPMATHBHO-
TEXHUYECKOM TOKYMEHTalUH.
— MHcnonb3oBaTh  TEXHUYECKYIO
AUTEepaTypy MU HMHGOPMALUOHHO-
CIPaBOYHbIE CHCTEMBI JIJISI 3aMEHBI
(oucka aHAJIOTOB) yCTapeBIIEro
o0opynoBaHUsI.
— aJIMUHHUCTPUPOBATH JIOKATIbHbBIE
BBIYUCIIUTEIbHBIE CETH;
— TMpPUHUMATH MepbI o
YCTPaHEHUIO BO3MOXKHBIX COOEB;
o0ecrieunBaTh  3aIlIUTY
OpU  NOJIKJIIOYEHHH K
MH(pOPMAIMOHHO-
TEJIEKOMMYHHUKAI[MOHH OH
cetn "NHTepHer".

CCTAM.

— TpeboBanus K ceTeBOM
0e30I1acHOCTH.

—  DneMeHTsI TEOPUHU MaccOBOI'o
00CITy)KHBaHUSI.

— OcHOBHBIE NTOHATHUS TEOPHH I'Pa(OB.
— OcHOBHBIE  TpPOOJEMBI  CHHTE3a

rpaoB aTak.
— CucremMbl TONOJOTHYECKOr0 aHAIN3a
3aIIUIIEHHOCTH KOMITBIOTEPHOMN CETH.

— Apxutektypy CKaHepa
0e30I1acHOCTH.

— TpeboBanusi K  KOMIIBIOTEPHBIM
CEeTSIM.

—  ApXUTEKTYpy IPOTOKOJIOB.

— CranpapTu3anuio CEeTeu.

— Otanel NpPOEKTUPOBAHUS  CETEBOH
UHQPPACTPYKTYPHI.

— Opranuzanui0 paboT MO BBOLY B
AKCILTyaTaIlui0 OOBEKTOB M CETMEHTOB
KOMIIBIOTEPHBIX CETEH.

— Crangaptel  kabeneil, OCHOBHBbIE
BHUJIBI KOMMYHHKAIIUOHHBIX YCTPOWCTB,
TEPMHUHBI, TIOHATUSA, CTAHAAPTHI |
TUTIOBBIE AJIEMEHTHI CTPYKTYPHUPOBAHHOM
KaOeIbLHOU CUCTEMBIL: MOHTAaX,
TECTUPOBAHHUE.

— CpenctBa TeCTUPOBAHUSA U aHAJIH3A.
— IIporpaMMHO-anmapaTHbIE CpEICTBa
TEXHUYECKOTO KOHTPOJISI.
— IlpuHuumnsi u
oopmiaeHUS
JOKYMEHTaIluu

CTaH/IAPTHI
TEXHUYECKON




— IlpuHumnsl co3nanus u opopMIIeHUS
TOIOJIOTHH CETH.

— HuadopMannoHHO-CITPaBOYHBIE
CHUCTeMbl  JJIi  3aMeHbl  (TOHMCKa)
TEXHHUYECKOro 000py10BaHUS




Kpurtepun onennBaHusi pe3yJibTaTOB O00y4YeHUs] MO MNPOecCHOHAIbHOMY
MOIYJII0, IIKAJIA OLleHUBAHUS

Kpurepuu onieHMBaHusA:

- YCBOGHHE MPOrPaMMHOI0 TEOPETHUECKOTro MaTepuana (00beM 3HaHMM, r1yOuHa
YCBOCHHS);

- YMEHME HM3Jaratb MpOrpaMMHBIN MaTepuall (4€TKOCTh, TPAMOTHOCTh M3JI0KEHUS
MaTepuaa, TOYHOCTh U TIOJIHOTa BOCIIPOU3BEACHUS yueOHOr0 MaTepuana);

- YMEHUE NIPUMEHSITh TEOPETUUECKUE 3HAHUSI Ha MPAKTHKE.

IlIkaJia OLICHUBAHUSA:

Pe3ynbrarsl caauu muddepeHITupPOBaHHOTO 3auera, AK3aMEHa
(kBaTM(UKAILIMOHHOIO)  OLICHUBAIOTCA MO IIKAJIE «OTIUYHO», «XOPOILIO»,
«YZOBJIETBOPUTEIBHO», «HEYIOBJIETBOPUTEIILHO.

OneHka «OTJIMYHO» BBICTABISIETCS OOYy4aroleMycsi, KOTOPbIA TIyOOKO u
IPOYHO YCBOWJ MPOrpaMMHBIA Marepuas, MPOSBISET 3HAHUE OCHOBHOW U
JOMOJHUTENILHON ~ JIMTEpaTypbl,  I'PaMOTHO,  JIOTHYECKM  CTPOMHO M
apryMEHTHUPOBAHO U3JIaraeT Marephali, JaeT HWCYEPINbIBAIONIUE OTBETHl Ha
MIOCTaBJICHHBIE BOMPOCHL. B O0TBeTE TECHO YBA3BIBAETCS TECOPHUS C MPAKTUKOU, MIPH
3TOM OOYYarOUIMIICS HE 3aTPYAHSETCS C OTBETOM NPU BHIOM3MEHEHUU 3aJaHUS,
CBOOOHO CITPABIISIETCS C MPAKTUUECKUMHU 3aJaHUSIMU.

OneHka «XOpOIIO» BBICTABISIETCS O0YYalOLIEMYCSl, TBEPAO 3HAIOLIEMY
MPOrpaMMHBIA MaTepuai, KOTOPBI HM3/1araeT e€ro rpaMOTHO U IO CYLIECTBY, HE
JIOITYCKA€T CYLIECTBEHHBIX HETOYHOCTEM B OTBETE Ha BOIPOC, IPABUIIBHO
IPUMEHSIET TEOPETUUECKUE TMOJIIOKEHUS TPU PELIEHUU MPAKTUYECKUX BOIPOCOB U
3aJ1a4, HE UCMBITHIBAET 3aTPYAHEHUIN C OTBETAMH Ha BOIIPOCHI.

OrneHka «yIOBJIETBOPUTENIBHO» BBICTABISETCS OOydarolmeMycsi, KOTOPbIH
UMEET 3HaHUS TOJBKO OCHOBHOTO MaTepuajia, HO HE YCBOWJI €ro Jeraiei,
JIOITyCKAeT HETOYHOCTH, HEAOCTATOYHO MPaBUIIbHBIE (DOPMYIUPOBKH, UCIBITHIBACT
3aTPYAHEHUsI IPH BBINOJIHEHUN MTPAKTHUECKUX padoT.

OneHka «HEYJOBJIETBOPUTEIHHO» BBICTABISIETCSI O0y4arOIIEMYCs, KOTOPBIM
HE 3HAET 3HAYMUTEIbHOM YacTH NPOrpaMMHOr0 MaTepuasa, JOIMYCKaeT
CYLIECTBEHHbIE OIIMOKH, HEYBEPEHHO, C OOJBIIMMH 3aTPYIHEHUSIMH BBITIOIHSET
paKTUYECKrEe PabOoThlI.







